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06e30MaCHOCTH NMEePCOHAIBHBIX JAHHBIX
B MBOQY Cemubtankosekoii COIIl AzoBckoro paliona



OINIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEACIICHUS.

ABTOMATH3MPOBAHHASA CHCTeMa — CHCTEMA, COCTOsINasl W3 IEepcoHana u
KOMITJIEKCA CPEJICTB aBTOMATHU3AIlMN €r0 JACATEIILHOCTH, peayn3yromas nHhopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHHSI YCTAHOBJICHHBIX ()YHKITHIA.

AyTeHTH(PUKALIMSA OTHPABUTEJISA JAHHBIX — IIOJTBEPKICHUE TOTO, YTO OT-
MIPABUTEIb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be30nacHOCTh MNMEPCOHANBHBIX [JAHHBIX — COCTOSHUE 3allUIIEHHOCTH
MEPCOHATBHBIX  JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BATENCH,
TEXHUYECKUX  CPEACTB M  HUHPOPMAIIMOHHBIX  TEXHOJOTUHA  O0OECTEeUUTh
KOH(UIEHITUATBHOCTD, IEJIOCTHOCTh U JOCTYIMHOCTh NMEPCOHAIBHBIX JAaHHBIX TpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buomerpuyeckue mnepCcOHAJbHBIC [JAaHHbIE — CBEICHUSA, KOTOPBIE
XapaKkTepu3yrT (HU3HOJOTUYECKHE OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJIIOuUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
o0pa3 ceTyaTKH TJla3a, OCOOCHHOCTH CTPOCHHUS Tela W JPYrYI0 MOJ00HYIO
UH(pOpMaIHIO.

bioxkupoBaHue MNEPCOHAJNBHBIX [AHHBIX — BPEMEHHOE IPEKpaIICHUE
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBbIA, IPOrPAMMHBII) — UCIOJIHIEMBbII MPOrPAMMHBII
KOJI WJIM MHTEPIPETUPYEMBbI HaOOp MHCTPYKIIMM, 00JIaaroIfii CBOMCTBAMH He-
CaHKIMOHUPOBAHHOTO PACIPOCTPAHEHUsI W caMmoBocnpou3BeAeHus. Co3TaHHbIC
TyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBMAIAIOT C OPUTHHAIIOM, HO CO-
XPaHSIIOT CIOCOOHOCTh K JIalIbHEHUIIIEMY pacpOCTPaHEHUIO U CaMOBOCIPOU3BE/IL-

HHIO.



BpenonocHas nporpamma — rporpaMmma, npeiHa3HaueHHas sl OCYIEeCTB-
JICHUSI HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA MEPCOHAIIbHbBIC
JAaHHBIE WM peCypChl HHPOPMAIITMOHHONW CUCTEMBI TEPCOHANIbHBIX JaHHBIX.

BcnoMorartesibHble TEXHUYECKHE CPEICTBA U CHUCTEMbI — TEXHUYECKHUE
CpEIICTBA M CHUCTEMBI, HE MpeIHA3HAYCHHBIE IS repenayu, 00paboTKU U XpaHEHUs
NEPCOHAJBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACT-
BaMH M CHCTEMaMH, MPETHA3SHAYCHHBIMU 1T 00paOOTKM MEPCOHANBHBIX JAaHHBIX
WIM B TOMEIIEHHUSAX, B KOTOPBHIX YCTAHOBJICHbI MH(MOPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JIAHHBIX.

JocTtyn B oOnepanMoHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMbl MEPCOHAJIBHBIX JAHHBIX) — IIOJyYEHHE BO3MOXKHOCTU 3aIllyCcKa Ha
BBIMIOJIHEHUE IITATHBIX KOMaHJ, (YHKUWH, TPOLEAYp ONEPAMOHHON CHUCTEMBI
(YHUYTOXKEHUsSI, KOIUPOBAHUS, TIEPEMEIICHNUsT M T.1.), UCIOMHIEMbIX (aiijioB
MIPUKJIJHBIX IPOrPaMM.

Joctyn k mH(pOpMAIUM — BO3MOXKHOCTh TOIydeHHs MH(POpMAIMU U €€ HUC-
MOJIb30BaHUSI.

3akiiaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMAIMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBIN  WJIM  BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uHpopManmu (B TOM YHCIIE B OTPaXICHUE, KOHCTPYKIIHIO, 000PYJI0BaHHE, TTPEIMETHI
MHTEphEPa, TPAHCHOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMbI
00paboTKN HH(POPMAIIHH).

3ammnmaemass uHpopmanusa — uHGoOpMaIUs, SBISIOMIASICS PEIMETOM CO0-
CTBEHHOCTM M TOAJIEKAIlAs 3alUTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanusa — MpUCBOCHUE CYObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
dbukaropa u (WIM) CpaBHEHHE TIPEIBSBIIEMOTO HICHTU(PUKATOpA C TEpeuHEM
MIPUCBOCHHBIX UIACHTH(PUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — DIIEKTPUYECKUE CUTHAJIBI, AKYCTUYECKHE, DIIEK-

TPOMarHUTHBIE U JApyrue (HU3MYECKUE TOJIsL, MO TMapaMeTpaM KOTOPBIX MOXKET OBbITh



packpbITa KoH(pUaeHMaTBHAS nHpOpMaIys (TIepCOHATFHBIEC TaHHBIE) 0OpadaThiBacMast
B MH(OPMAITMOHHOM CUCTEME MTEPCOHATBHBIX TAHHBIX.

NndopMmanuoHHble TEXHOJOTHN — IPOLIECCHL, METOBI TOMCKa, cOopa, Xpa-
HEeHUsI, 0O0paOOTKH, TPEIOCTABICHHS, PACIPOCTPaHeHNsT WH(POPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanuonnass cucremMa mnepcoHadbHbIX aaHHbIXx (UCIIAn) -
COBOKYITHOCTh COJEpKaluXcsi B 0a3ax JaHHBIX IMEPCOHANBHBIX JIaHHBIX W
o0ecreynBaIMX UX 00padoTKy MH(MOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb30BaHue MEPCOHANBHBIX JAaHHBIX — JCHCTBUS (OIepanuu) cC
MEPCOHANILHBIMU JTAHHBIMHM, COBEpILAEMBbIE OMNEPATOPOM B IEIAX NPUHITHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JCWCTBUM, NOPONKIAIOIMINX OPUIAYECKUAEC
MOCJIEJICTBUSI B OTHOIICHUHM CYyOBEKTa MEPCOHATBHBIX JaHHBIX WIH APYTHX JIUIL
160 MHBIM 00pa30M 3aTparvBalolIUX MpaBa U CBOOOBI CYOBEKTa MEPCOHATBHBIX
JTAHHBIX WM IPYTUX JIAII.

HcTouHuk yrpo3sl 6e3onacHocT UuH(popManmuu — cyObeKT JOCTyIa, MaTe-
pUATHHBINA O0BEKT WM (PU3MUECKOE SIBJICHUE, SIBIISIONIMECS MPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(OPMAITUH.

Koutpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3aHKE, YaCTh 3/IaHM,
MOMEIIIEHNE), B KOTOPOM HCKITFOYEHO HEKOHTPOJMpPYEeMOe MPEeObIBAHUE MOCTOPOHHUX
JIII, @ TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX U HHBIX MAaTEPUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJTFO/ICHUSI OTNIEPaTOPOM WMJIM MHBIM TMOJTYYHMBIIUM JIOCTYI K MEPCOHATBHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 cornacusi CyObeKTa
MIEPCOHATIBHBIX JTJAHHBIX WJIM HATMYHMS MHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpeesIeHHOE TPOrpaMMHOE  (IIPOTpaMMHO-AIApaTHOE) CPEACTBO  (KOMILIEKC),
peamzyrolee KOHTPOJIb 3a MH(pOpMaIHeH, ocTynaroiiel B MHGOPMAIMOHHYIO CUCTEMY

MIEPCOHAIBHBIX JAHHBIX 1 (UJIH) BBIXOSIIEH 13 HHPOPMAIIMOHHON CHCTEMBI.



Hapyumure/b 6€30aCHOCTH MePCOHAIBHBIX JAHHBIX — (PU3UUYECKOE JIULIO,
CITy4allHO WJIM MPEIHAMEPEHHO COBEPILAIOIICE AEUCTBUS, CIEICTBUEM KOTOPBIX SIBJISIETCS
HapyllleHue 0e30MacHOCTH TEePCOHATBHBIX JAHHBIX MPU MX OOpabOTKE TEXHUUYECKUMHU
cpeacTBaMu B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JaHHbBIX.

HeaBromMaTu3upoBaHHasi o00pa0oTka MNEPCOHAJBHBLIX JAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCS B MHPOPMALIMOHHOMN crCcTeMe
NEPCOHANIBHBIX JAHHBIX JMOO M3BJICYEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAETCS
OCYILIECTBICHHOMN 0e3 UCIIOJIb30BaHUS CpPEACTB aBTOMATHU3ALNHU
(HEeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHUCTBUA C MEPCOHAIBHBIMUA JAHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHEHHUE, PpACIpPOCTPAHEHUE, YHUUYTOKEHUE MEePCOHATbHBIX
JAHHBIX B OTHOILIEHWU KaXKJIOTO M3 CYOBEKTOB TMEPCOHAIBHBIX JAHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM y4aCTUH YEJIOBEKa.

HenekiapupoBaHHublie BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIYMCIMTEIBHOM TEXHUKM, HE OIMCAHHBIE WIM HE COOTBETCTBYIOILHUE
OITMCAaHHBIM B JTIOKYMEHTALMH, MPH HMCHOJB30BAHUM KOTOPBIX BO3MOKHO HapyIlIEHHE
KOH(UJICHIIMAIBHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTH 00OpabaThiBaeMOM  MH-
dbopmanuu.

HecaHKIMOHUPOBaHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHBbIE ACHCTBUS) —
JOCTYIl K MH(OPMAIMA WM JISHCTBUSL C WHQOpMAIIMEH, HapyIIalope MpaBuia pas-
IpaHUYEHHs JOCTYNAa C HCHOJBb30BAHUEM IITAaTHBIX CPEACTB, MPEIOCTABIAEMbIX
WH(OPMAITMOHHBIMUA CHUCTEMaMH MEPCOHAIBHBIX TAHHBIX.

Hocurensr undopmanum — (usnyueckoe JULO WM MaTepHalbHbli OOBEKT, B
TOM 4mcie (pu3ryeckoe Nose, B KOTOPOM UH(POpMALIMS HAXOJUT CBOE OTPKEHHE B BUJIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOLIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3NUECKUX BEITHUHMH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [aHHBIX — JCHCTBUS, B peE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIB30BAHUS JIOMOJHUTEIBHON
uH(OpMaIUU ONPEEIUTh NPUHAJICKHOCTD MEPCOHANIBHBIX IAHHBIX KOHKPETHOMY

CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.



OO0OpaboTka NMepCOHANBHBIX JAHHBIX — JIFO0OE AcicCTBUE (Oomeparius) uiu
COBOKYITHOCTb JIEUCTBHI (Olepanuii), COBEPIIAEMBIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMAaTU3allud WM 0€3 HCIOJIb30BAHMS TaKUX CPEICTB C TMEPCOHATBHBIMU
JAHHBIMH, BKJIIO4asi cOOp, 3amuch, CHUCTEMaTU3allMI0, HAKOIJICHUE, XPaHEHHE,
yTOouHeHuEe (OOHOBJICHHE, U3MEHEHHE), M3BICUCHHUE, WCIIOJIb30BaHUE, Iepeaady
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NnYuBaHue, OJOKHMPOBAHUE,
yAaJIeHUE, YHUYTOKEHHUE MEPCOHAIBHBIX JaHHBIX.

OOmenocTynHbie MEePCOHAJbHbIE [JaHHbIE — TEPCOHANbHBIC JaHHBIE,
JIOCTYl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPHIM NPEJOCTaBJICH C COrjacus
CyObeKTa TMEepCOHAJIbHBIX JAaHHBIX WJIA Ha KOTOPble B COOTBETCTBUHM C
dbenepalbHBIMU  3aKOHAMU HE PacCHpOCTpaHseTCss TpeOOBaHUE COOJIIOICHHUS
KOH(pHIEHIINAJIBHOCTH.

Oneparop (NMEpPCOHAJBHBIX JTAHHBIX) — TOCYIApCTBEHHBIM OpraH,
MYHUITUTIATBHBIA OpraH, IOpUIUYECKOe WM (PU3NYECKOE JIMIIO, CAMOCTOATEIHHO
WM COBMECTHO C JIPYTUMH JIUIAMH OPraHU3YIOIME U (WIM) OCYLIECTBIISIIOLINE
00paboOTKy MEepPCOHAIBHBIX JAHHBIX, a TAKXKE OMPEICISAIoNUe eI o0paboTKu
MEePCOHATIBHBIX JAaHHBIX, COCTAB NMEPCOHATBHBIX JaHHBIX, MOJJIEKAITUX 00paboTKe,
JercTBUs (Omepalum), COBEpIIaEMbIE C IEPCOHAIBHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa MHPOPMALUMOHHON CHCTEMbl NEPCOHAIBHBIX
JAHHBIX — CPEJCTBA BBIUUCIMTEIILHON TEXHUKH, MH()OPMAIIMOHHO-BBIYUCIUTEILHBIC
KOMIUIEKCHI ¥ CETH, CPEICTBA M CUCTEMBI Iiepeiaud, pruema u oopadotku [1/1x (cpencrra
U CHCTEMbI 3BYKO3AllMCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BE/ICHUS, TEPETOBOPHBIC U
TEJICBU3UOHHBIE YCTPOMCTBA, CPEICTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U
JpyTHe TEXHUYECKUE Cpe/icTBa 00pabOTKH peueBol, rpadudeckoi, BUIeo- 1 OYKBEHHO-
UQppoBoi HHPOpPMAIHHK), TIPOTPAMMHbBIEC CPEJICTBA (OTEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIIpaBjieHus 0a3amMu JaHHBIX U T.I1.), CPEICTBA 3AIUTHI WH(OPMAIH, TIPUMEHSIEMbIC B

UH(POPMAITIOHHBIX CUCTEMAX.



IlepexBaT (MH(pOpMaNUH) — HEMPABOMEPHOE MOIy4YCHHE MH(DOpPMAIUH C
UCIIOJIb30BAaHUEM TEXHHUYECKOIO CpEICTBA, OCYIIECTBISIONIEIO OOHAapyKEHHUE,
npueM U 06paboTKy UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIEe — Jt00as MHPOpPMAIMS, OTHOCSMIASICS K MPSMO
WIM KOCBEHHO OIPEACIICHHOMY WM OmpenensieMoMy (U3UYECKOMY JIUILY
(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);

ITo6ouHBbIe  JIEKTPOMATHMTHBIE  W3JIy4eHHMs W  HABOAKH  —
AJIIEKTPOMArHUTHBIE H3IYYCHHS] TEXHMUYECKHX CPEACTB O0OpabOTKH 3alluiiaeMoin
uHbOpMaIK, BO3HUKAIOIIME Kak MMOOOYHOE SIBJICHHE W  BBbI3BAaHHBIC
AIEKTPUYECCKUMHU CUTHAJIAMU, IEHCTBYIOIUMH B UX DJIEKTPUICCKAX M MAarHUTHBIX
HEIMsX, a TAKXKE IEKTPOMAarHUTHBIE HABOJKU ATHX CUTHAJIOB HA TOKOMPOBOJISIINE
JMHUH, KOHCTPYKITUH U TICTIH TUTAHMSI.

I[MouTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OpraHU3alMOHHBIX
MEpOTIPUATUNA, KOHTPOJUPYIOMIMX OTCYTCTBUE 3alKMCHhIBAHWS Ha OyMa’KHbIE
HOCUTENM KIIIO4el W aTpuOyTOB jocTymna (mapoJsie) W XpaHEHHs MX BOJIM3U
00BEKTOB JIOCTYIIA.

IHosb30BaTe/ b MHPOPMALMOHHONI CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
JUI0, YydYacTByomee B (QYHKIMOHUPOBAHMM HH(DPOPMAIMOHHONW  CHUCTEMBI
MEPCOHATLHBIX JAHHBIX HIIA UCTIONB3YIOIIEEe Pe3yIbTaThl €€ PYHKITMOHUPOBAHMS.

IIpaBuia pasrpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPABMUJI, periiaMeHTH-
PYIOIIMX TpaBa J0CTyna CyObEeKTOB JOCTYIA K 00hEKTaM J0CTyIa.

IIporpaMmMHasi 3aKj1aaKa — KO/ MPOTPaMMBI, TPEAHAMEPEHHO BHECEHHBIN B
IpOrpamMMy C IIeJIbI0 OCYIIECTBUTh YTE€UKY, U3MEHUTh, OJIOKUPOBATh, YHUUTOXXKHUTD
UHOOPMAITUIO WIH YHHUYTOXHUTh U MOJIUDUIIMPOBATH MPOrpPaMMHOE OOecrieueHue
MH()OPMAIMOHHOW CUCTEMBbI MEPCOHAIBHBIX JTaHHBIX U (MiM) OJOKMpOBAThH arra-
paTHBIEC CPEACTBA.

IIporpamMHoe  (IPpOrpaMMHO-MaTeMaTHYeCKOe)  BO3AeHCTBHE  —

HECAaHKIIMOHUPOBAHHOE  BO3JIEUCTBHE HA  PECypChl  aBTOMAaTU3UPOBAHHOM



UH(POPMAIIMOHHON CHUCTEMBI, OCYILECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrPAMM.

PackpbiTHe NEepCOHABHBIX JAAHHBIX — YMBIIUIEHHOE WM CIly4allHOE
HapylieHne KOHOHUICHIINATEHOCTH MIEPCOHATBHBIX JaHHBIX.

PacnpocTrpaHeHune nepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HANPABICHHBIE
Ha PacCKpbITUE MEPCOHATIBHBIX TAHHBIX HEOMIPEAEIEHHOMY KPYTY JIHLI.

Pecypc nHpopManinoHHO# cMCTEMbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO W anrapaTHOTO oOecrieueHus (GyHKIMOHUPOBAHUS
UH(GOPMAaIIMOHHOM CUCTEMBI.

CneunajibHble KAaTerOpHMH MEPCOHAJIBHBIX [JAHHBIX — TIEPCOHAIBHBIC
JJAaHHbIE, KacalollINeCcs] PacoBOM, HAIMOHAJILHOW MPUHAMJIEKHOCTH, MTOTUTUYECKUX
B3IJISIIOB, PEITUTHO3HBIX WM (QUIOCOPCKUX YOCKIECHUU, COCTOSHUS 370pPOBbS U
WHTUMHOM KM3HU CyOBEKTa MePCOHANBHBIX TAHHBIX.

CpencrBa BbIYHCIUTEIbHOH TEXHUKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKM JAaHHBIX, CHOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITETIHO UJIM B COCTaBE IPYTHX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JUIO WINA MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTHPYIOTCS TPaBUJIaMH PAa3rpaHUYECHUS JOCTYTIA.

TexHnuyeckuil KaHAJ yTe4YKH UHGPOPMALUM — COBOKYITHOCTb HOCUTESI UH-
dbopmanmu  (cpeactBa 00pabOTKU), (DU3MUECKOW Cpedbl pacnpocTpaHeHus: HH)Op-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JOOBIBACTCS 3allMIiaeMast HHPOopMarusi.

TpancrpanuyHasi mnepegadya NEpPCOHAJBHBIX JAHHBIX — TIepenaya
NEPCOHANBHBIX  JIaHHBIX oOlmepaTopoM 4yepe3 l[ocygapcTBeHHYIO TIpaHHUILY
Poccuiickon ~ @enepanmu  OpraHy  BJIACTM  MHOCTPAHHOIO  T'OCYJNapCTBa,
(bU3MYECKOMY MU IOPUANYECKOMY JIHILy MHOCTPAHHOTO FOCYJapCTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYTHOCTh YCJIOBUM U
(akTOpOB, CO3MAIOLIUX ONMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIy4aifHOTO,
JIOCTYTIA K MEPCOHAITBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOTrO MOKET CTaTh YHUUTOXKEHHE,

W3MEHEHHE, OJIOKMPOBAHUE, KOTIMPOBAHKE, PACTIPOCTPAHEHUE TTEPCOHANTBHBIX JaHHBIX, &



TAKKE MHBIX HECAHKIIMOHMPOBAHHBIX JISHCTBUN TPU MX 00paboTKe B MH(POPMAITMOHHOM
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHUYTOKEHHE TEePCOHAIbHBIX JAAHHBIX — JICWCTBHS, B pE3yJbTaTe
KOTOPBIX CTAaHOBHUTCS HEBO3MOXKHBIM BOCCTAHOBUTH COJIEP)KAHHUE TIEPCOHATBHBIX
JaHHBIX B HWHQPOPMAIIMOHHOW CHCTEME TIePCOHAIBHBIX MJaHHBIX W (WIM) B
pe3ysibTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepHaabHble HOCUTEIH MEPCOHATBHBIX
JTAHHBIX.

VYreuka (BamuimaemMoi) MHEOPMALMHM MO TEXHHYECKMM KaHajJaM —
HEKOHTPOJIMPYEMOE pacIpoCTpaHeHHe MHGOPMAITUH OT HOCHTEIIS 3allUInacMon nHQop-
Malyu 4depe3 (PU3MYecKyr0 cpeay A0 TEXHHMYECKOTO CPENCTBA, OCYIIECTBIIIOIICTO
nepexBaT UHPOPMAIIUU.

Ys3BUMOCTD — CITa00CTh B CPEICTBAX 3aIUTHI, KOTOPYIO MOYKHO HCTIOJIE30BATh
JUISl HApYIICHHS CUCTEMbI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

HenocTHocTh MHGOPMAIUM — CIIOCOOHOCTH CPEJICTBA BBHIYMCIUTEIILHON TEX-
HUKH WA aBTOMATH3UPOBAHHON CHCTEMBI 00CCTICUMBAaTh HEM3MEHHOCTh MH(DOPMAITUH B

YCIIOBHSX CITy4altHOTO W/WJIM MPEAHAMEPEHHOTO UCKKEHUS (Pa3pyILCHHUS ).
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OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTUBUpPYCHBIE CPEACTBA

APM — aBTOMaTH3UPOBaHHOE pabouee MECTO

BTCC — BcnoMoraTenibHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemas 30Ha

JIBC — nokanbHas BEIYUCIUTENbHASI CETh

MD — MexceTeBoit FKpaH

HC/I — HeCaHKIIMOHUPOBAHHBII JOCTYI

OC — onepanmoHHas cuctema

[1/11 — nepcoHaIbHBIE JAHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMHOe obecrieueHue

[IBMUH — no6ouHbIe 37IeKTPOMarHUTHBIE U3Ty4eHHUS U HABOJIKU
CA3 — cucrema aHann3a 3aIIUIICHHOCTH

C3U — cpeactBa 3amuThl HHGOpMAIIUN

C3IIdH — cuctema (MoacucTemMa) 3alUThl IEPCOHAIBHBIX TAHHBIX
COB — cucrema 0OHapy>KEeHHsI BTOPKEHU I

TKYU — Texandeckne KaHaibl yTeUKy HHQOpPMAITH

VYBIIIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX
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BBEJAEHUE

Hacrosimee Ilonoxkenne wuHbopManuoHHoi Oe3omacHoctdy B MBOY
CemmbankoBckoit COIIl A3zoBckoro paiiona (maimee MBOY CemubankoBckas
COIIl A3zoBckoro paiioHa), sIBJIs€TCS O(PUIIMATBHBIM JOKYMEHTOM, B KOTOPOM
OTIpeJIeNieHa CHCTEeMa B3TJISA0B Ha oOecrieueHrne NHPOPMAITMOHHOW 0€30MacCHOCTH
MBOY Cemubankosckas COILLl A3oBckoro paiiona.

Heobxoaumocts pazpabotku [lonoxkeHuss oOycClOBlIEHAa CTPEMHUTEIbHBIM
pacmmpenueM chepbl MPUMEHEHUS HOBEHITNX WH(OOPMAIMOHHBIX TEXHOJIOTHH U
npoueccoB B MBOY Cemubankosckas COUI A3oBckoro paiioHa, mpu o6paboTke
uHdOpMaIU BOOOIIE, U MEPCOHAIBHBIX JIAHHBIX B YaCTHOCTH.

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE L€ W 3aJadyH, a TaKXKe
OOIIyI0 CTPATErui0 IOCTPOCHUS CHUCTEMBI 3alllUThl TMEPCOHAIBHBIX JTAHHBIX
(C3I1n) MBOY Cemubankosckas COIIl A3soBckoro paiiona. Ilonoxenue
OTIpeJIeIISIET OCHOBHBIE TpeOOBaHUs M 0a30BbIE MOJXOJbI K UX peaju3aluu, IS
JOCTIKEHUSI TpeOyeMoro ypoBHs 6€30macHOCTH HH(DOpMAIUK.

[Tonoxxenue pa3zpabOTaHO B COOTBETCTBUU C CHUCTEMHBIM MOJXOJOM K
oOecrieueHuto  UHPoOpMaMOHHOW  Oe3omacHocTd.  CHCTEMHBIH  MOAXOJ
npeanoyiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSITUM,  BKIIFOYAIOIIUX
UcclieIoBaHUE yrpo3 MHGOPMAIMOHHONW 0€30MacHOCTH M pa3pabOTKy CHUCTEMBbI
3amuThl  [I/IH, ¢ 0O3MUIMM KOMIUIEKCHOTO TIPUMEHEHHMS TEXHUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3AILUTHI.

[Ton wHpOpManmoHHol Oe3ornacHocThio I1/[H MOHMMaeTCs 3alUIeHHOCTh
MEPCOHANIBHBIX JIaHHBIX M 00pabarbiBaloIIe WX HHPPACTPYKTYype OT JHOOBIX
CIIyYalHBIX WJIM 3JIOHAMEPEHHBIX BO3JACHCTBHM, PE3YJIbTaTOM KOTOPBIX MOXKET
SBUTHCSI HaHeceHue ymiepba camoil umHpoOpMaluu, ee BiaaeiblaM (CyObeKTaM
[1dn) win undpacrpykrype. 3agauu nHGOPMAITMOHHON 0€30MaCHOCTH CBOJSITCS K
MUHHUMM3AIUU yiiepOa OT BO3MOXKHOUW peanu3aiuu yrpo3 6esomacHoctu [1/1H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUM.
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[Tonoxxenue CIy>)KUT  OCHOBOM  1isi  pa3pabOTKM  KOMILJIEKca
OpPraHW3alMOHHBIX W TEXHUYECKUX Mep Mo obecreueHnto HH(POPMaIMOHHOM
oezonacHoctu  MBOY Cemubankosckas COILLl A3oBckoro paifoHa, a Takxke
HOPMATUBHBIX U METOJIMYECKUX JOKYMEHTOM, 0OCCIEUMBAIONIUX €€ Pealn3aluio,
W HE TMpeanojiaraeT MNOJAMEHbl (DYHKIHMI TOCYyJIapCTBEHHBIX OpPraHOB BIACTH
Poccuiickoit  denepanmu, oTBeHaromMx 3a oOecreueHue O€30MacHOCTH
WH()OPMAITMOHHBIX TEXHOJIOTHH U 3alUTy WH(POpMAITUH.

[Tonoxxenue ABIAETCS METOAOJIOTMYECKON OCHOBOM JJISL:

— (¢opMHpOBaHUS U TPOBEACHUS CIUHONW TIOJUTUKA B 00JACTH
oOecrieuenusa OezonmacHocty  MBOY  Cemubankosckas  COILLI
A30BCKOI0 paiioHa,;

— TPUHATUS YNPABJICHUECKUX DPEHICHUN U Pa3padOTKU MPAKTUYECKHUX
Mep MO BOIUIONICHUIO MOJUTHKU Oe3onacHoctu [1/IH u BhIpabOTKH
KOMILIEKCa COTJIACOBAHHBIX Mep HOPMaTHUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO W OpPraHU3allMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA BBISIBJICHUE, OTPAKECHUE U  JIMKBUAAIHUIO
MOCJEACTBUN peaInu3aluu pa3anyHbiX BUAOB yrpo3 [1/1H;

— KOOpAMHAUMHU JESITENbHOCTH CTPYKTYPHBIX mnonapaszaeneHuid MbOY
CemubankoBckass COIIl A3oBckoro pailoHa mpu MPOBEACHUH padOT
no paszsutuio u 3kcruyaranuu UCIIa ¢ cobnronenuemM tpeGoBaHum
obecrnieuenus 6e3onacuoctu I1/1H;

— pa3paboTKU TMPEIJIOKEHUN 10 COBEPIICHCTBOBAHUIO ITPaBOBOTIO,
HOPMAaTUBHOT0, METOIMYECKOT0, TEXHUYECKOTO U OPraHU3alMOHHOTO
ooecneuenus Oe3omacHocTy [1J]Ilx B MBOY Cemmbankosckas COILI
A30BCKOro paiioHa.

[IpaBoBoit 06a3oil st pa3pabOTKU HACTOAIIETO TOJOXKEHUS —CIIyXKaT
TpeOOBaHUSI JEUCTBYIOIIMX B Poccum 3aKOHOJATENbHBIX M HOPMATHBHBIX

JIOKYMEHTOB 10 00€cTieueHnI0 0€30MacHOCTH IepCOHANBHBIX MaHHbIX ([11H).
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1 OOmmue moJioKeHUus

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE LIETM M 3aJauyM, a TaKKe
OOIIYI0 CTpaTeTrHi0 TOCTPOSHUS CHUCTEMBbl 3allUThl TEPCOHANBHBIX JaHHBIX
(C311An) MBOY Cemubankosckas COILL A3zoBckoro paiiona. Ilonoxenue
OTIpE/IeTIsieT OCHOBHBIE TpeOOBaHMsS M 0a30Bble MOAXOMABI K MX pealu3alvu, A
JTOCTIDKEHHSI TpeOyeMoro ypoBHs 06€30macHOCTH HH(DOpMAITHH.

C3II[dx mnpencraBisieT coO0OM COBOKYMHOCTh OpPTraHU3AIMOHHBIX W TEX-
HUYECKUX MEpOnpuATHil s 3amuTthl [I/IH OT HEmMpaBOMEPHOro WK CIy4aliHOTO
JIOCTyTNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJOKUPOBAHMS, KOMUPOBAHUS, pac-
npoctpaneHus [1/1H, a Takke MHBIX HENPABOMEPHBIX JECUCTBUM C HUMM.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAaeTCsl MyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4alHOIO, JOCTyNa K IME€PCOHAJIbHBIM
JJAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaThb YHUUYTOXKEHUE, HW3MEHEHMUE,
0JIOKUpOBaHUE, KOMMUPOBAHUE, PACITPOCTPAHEHUE MTEPCOHABHBIX JaHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

CtpykTtypa, CcOCTaB W  OCHOBHbIE  (YHKIIMM  TEXHUYECKUX U
opranu3zanMoHHbix Meponpustuii C3II[IH ompenensitorcss uUcxXonss W3 YpPOBHS
samumenHoct  (kmacca) MCIIJIH, ycTaHOBIEHHOTO B COOTBETCTBHHM  C
tpeboBanusiMu IlocranoBnenust IlpaButensctBa Ne 1119 ot 1 nHosa6ps 2012 r.,
npukaza OCTOK Poccum Ne 17 or 11 despans 2013 r., npukaza ®CTIK
Poccun Ne 21 ot 18 ¢eBpans 2013 1., a Tak’Ke B COOTBETCTBUU C TPeOOBAHUSIMU
[ToctanoBnenust I[IpaButensctBa Poccuiickoii @enepanuu  Ne 687 «O06
yrBepkaenun [lonoxxenust 00 0COOEHHOCTSX 00pabOTKH MEPCOHATBHBIX JAHHBIX,
OCYILECTBIISIEMOM 0€3 HCMHoJIb30BaHMS CpeAcTB  aBTomartuzamuuy. C3I1/x
BKJIIOYAET OPraHU3allMOHHBIE MEPbl M TEXHUYECKUE CpPEJICTBA  3alIUTHI
uHpopmaruu (B ToM uwmcie mmdppoBagbHble (Kpunrorpaduyeckue) cpeicTsa,
CpeAcTBa  NPEAOTBPAIICHUSI  HECAHKIMOHUPOBAHHOTO  JIOCTyNa,  YTEUKHU

uH(OpMAITUU 10 TEXHUYECKUM KaHajiaM, IPOrpaMMHO-TEXHUUECKUX BO3/IEHCTBUN
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HAa TEXHWYECKHe cpencrtBa oOpadotku I[I/[H), a Takke wuCHOIB3yeMble B
nH()OPMAITMOHHON cucTeMe NH(POPMAITMOHHBIE TEXHOJIOTHH.
DT MepbI MPU3BaHBI 00€CTICYUTH:

—  KOH(UIACHITUATHHOCTD uH(opMaIn (3ammTa oT
HECaHKITMOHUPOBAHHOTO O3HAKOMJICHUS );

— IEJIIOCTHOCTh HMH(pOpManuu (aKTyaJdbHOCTh M HEIPOTHBOPECYHUBOCTH
uHpOpMaIIH, ee 3aIHAIIEHHOCTD OT pa3pyIIcHUs "
HECaHKITMOHUPOBAHHOTO U3MCHCHHS);

— JIOCTYIHOCTHh HWH(pOpManuu (BO3MOXKHOCTh 3a IPHUEMIIEMOE BpPEMs

MOJIYYUTh TPEOyeMyt0 HH(POPMAIIMOHHYIO YCIIYTY).

Craguu co3ganus C3I1/IH BKIIOYAIOT:

— MPEeanpoeKTHas CTaus, BKIIOYAoUas MpeAnpoeKTHOE 00CIeJ0BaHUE
NUCIIH, pa3pabOTKy TEXHHMYECKOro (4aCTHOTO TEXHUYECKOTO)
3a/IaHHs HA €€ CO3aHuE;

— cTaaus IpOEeKTUpOBaHUS (pa3paOOTKHU MPOEKTOB) M pPeaiu3aluu Mep
samuTel C3I1/1H;

— craauss BBoma B geictBue C3II/IH, BKiIIOUYaromas OMNBITHYIO
AKCIUTyaTallMl0 U INPUEMO-CIATOYHBIE HCIIBITAHUS CPEACTB 3AILUTHI
uHpopmanuu, a takke oueHky coorBeTcTBus C3II/IH TpeOoBanusM

6e3omacHOCTH UH(POPMAIIUH.

OpranuzaioHHbIe MEpbl TMPEIyCMAaTPUBAIOT CO3JaHUE U MOJJIEpKaHUE
npaBoBoil 0a3el OezomacHoctu I[I/lH u pa3paboTky (BBeneHHE B JCHCTBUE)
npeaycMoTpeHHbix  [lonutukoit  uHpopmarmonHoit  6e3onacHoctn  MCII/IH
CIICAYIOIINX OPraHU3aIMOHHO-PACTIOPSIUTEIbHBIX JOKYMEHTOB:

— Ilman wmepomnpustuii 1o obOecnedeHuto 3amuthl [[JlH npm wux

obpabotke B UCII/IH;

— Ilnan MeponpusiTuii 10 KOHTPOJTIO obecnieueHus 3amuThl [1)[H;
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— [Ilopsimox pe3epBUpOBaHMS W BOCCTAHOBIIEHHS PabOTOCTIOCOOHOCTH
TC u I10, 6a3 nanaeix u C3U,;

— JlomoxkHOocTHass uWHCTpykuuss aamunucrtparopa HWCIIJIan B yactu
obecnieuenus 6ezonacHoctH [1J{n nmpu nx o6padotke B UCII/H;

— JlomKHOCTHAs HHCTPYKIMS agMuHucTpaTtopa 6esonacHoctu UCIH;

— JlomxkHocTHast uHCTpykuusi mnons3oBatens HWCI[JlH B dactu
obecnieuenus 6ezonacHoctH [1J{H npu ux o6padotke B UCII/IH;

— WHcTpykius Ha cilydail BO3BHUKHOBEHHS BHEIITATHOW CUTYaIlUU;

— HWucTpykuus no pa3sMenieHuio, 000py10BaHUIO U OXpaHe MOMEIIEHU,
r7ie XpaHATCS TIEPCOHANIbHBIE JaHHBIC, IO XPAaHEHUIO MEPCOHATBHBIX
JAHHBIX HAa OyMa)KHBIX HOCHUTEISX UM MOPSAKY PaObOThl UCTIOJHUTEEH

C NICPpCOHAJIbHBIMN JAHHBIMH Ha 6YMa)KHI->IX HOCHUTCIIAX I/IH(l)OpMaLII/II/I.

TexHuyeckre Mepbl 3alUThl PEATU3YIOTCS MPU TOMOIIM COOTBETCTBYIOIINX
MIPOrPAMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3aIIUTHI.

[lepeueHb HEOOXOIUMBIX MEp 3alIUThl MHGOPMAIUU OMPEACNSeTCS II0
pesyiabTaraM  BHyTpeHHeW  mpoBepku  OeszomacHoctn  HCIIJln  MBOY

CemubankoBckass COII A3zoBckoro paiioHa.
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2 3apaum C3I1n

OcHoBHol nenpto C3IT/IH sBisieTcss MUHUMU3AIMA yiiepoa OT BO3MOXKHOU
peanuzanuu yrpo3 6esonacuoctu [1/1H.

Jlns mocTHKEHHMST OCHOBHOM Ienau cucrtema Oe3omacHoctd [IJIH moimkHa
obecrieunBath 3(HPEKTUBHOE PEIICHHUE CIASAYIOMNX 3a]1a4:

— 3alIMTy OT BMeHaTenbcTBa B mpouecc ¢pyHkuuonuposanus MCIIAn
MOCTOPOHHMX JUIL (BO3MOXHOCTH uctonb3oBanuss MCIIx u noctyn
K €€ pecypcaM JOJDKHbI HMETh TOJBKO 3apEruCTPUPOBAHHBIC
YCTAHOBJICHHBIM MOPSIKOM MOJIb30BATEIN );

— pasrpaHuyeHUE JOCTyIla 3apETUCTPUPOBAHHBIX II0JB30BATEIIEN K
anmnapaTHbIM, IPOrpaMMHBIM U HH(popManmoHHbIM pecypcam UCTI/
(BO3BMOXKHOCTh JIOCTYNAa TOJIBKO K TEM pecypcaM | BBIINOTHEHUS
TOJIbKO T€X OIepanuii ¢ HUMHU, KOTOpbIe HEOOXOIUMbI KOHKPETHBIM
nonb3oBatesiM  WMCIIJIH 111 BBINOJHEHUST CBOUX  CIIY>)KEOHBIX
00513aHHOCTEH ), TO €CTh 3alIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA!

a) k undopmanuu, mupkynupyromeit B UCIT/IH;

0) cpenctBam BeruucauTenbHou Texuuku MCII/IH;

B) ammapaTHbIM, TPOTPaMMHBIM M KpUNTOTpaduuecKkum
cpeacTBaM 3amuThl, ncnoibzyeMmbiM B UCIIIH;

— PErucTpamnuil0 JIEUCTBUN  MOJB30BATEIE MpPU  HUCIOJb30BAHUU
sammiiaemMbix  pecypcoB HCII/JIH B CHUCTEMHBIX JKypHalIaxX H
MEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH JEWCTBUN IOJIB30BATENIEH
CHUCTEMBI ITyTEM aHallM3a COAEPKUMOTO ITUX KYPHAJIOB;

— KOHTpPOJb IEJIOCTHOCTH (oOecreueHne HEU3MEHHOCTH) Cpeabl
HCTOJIHEHUS IPOTPAMM U €€ BOCCTAHOBJIEHUE B CIIy4ae HAPYIICHUS;

— 3alUTY OT HECAHKIMOHUPOBAHHOM MOAUGUKAIIMU U KOHTPOJIb
uenoctHoctu ucnoib3dyembix B MCIIJIH mporpaMMHBIX CpEACTB, a
TAKK€ 3alIUTy CHUCTEMBI OT BHEAPEHUS HECAHKUMOHHPOBAHHBIX

Iporpamm;
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3amuTy [1/IH OT yTeuku o TeXHWYECKUM KaHajiaM Mpu ee 00paboTke,
XPaHEHHH U Mepeaaye Mo KaHajaM CBS3H;

samuTy [IJIH, XpaHuMol, oOpabaThiBaeMOM M IepelaBacMoOi II0
KaHalaM CBSI3H, OT HECAHKIMOHMPOBAHHOIO pa3rjall€HUus WIH
HCKaXKEHUS,

oOecrieueHre >KUBYYECTH KPUNTOrpaPUUECKUX CPEACTB 3allUTHI
uH(bOpMAaIUHU TPU KOMIIPOMETAIIUU YaCTH KIIFOUEBOM CUCTEMBI;
CBOEBPEMEHHOE BBISIBJIEHUE MCTOYHUKOB Yyrpo3 Oe3omacHoctu II/IH,
NPpUYMH ©  YCJIOBWH, CIIOCOOCTBYIOIIMX HAHECCHUIO yiiepoa
cyowsekram [1JIH, co3manne MexaHu3Ma ONEpPaTUBHOTO pearupoBaHUs
Ha yrpo3sl 6e3omacHocTH [1/]H 1 HeraTuBHbBIC TEHICHIINY;

CO3JaHUE YCIOBUU I MUHUMH3ALUUU U JIOKAJIU3alUd HAHOCUMOI'O
yiiepOa HelpaBOMEPHBIMU TIEUCTBUSMU (PU3UUECKUX U IOPUINUECKUX
T, 0caabJIeHHe HEraTUBHOTO BIMSHUS W JIMKBUJALMS MOCJIEICTBHMA
HapymieHus: 6e3omacHocTu 11/1H;

o0opy/oBaHUE M OXpaHa MOMEUIEHUM, I/le XpaHATCS MEePCOHAJIbHbIE
JaHHBIE;

COOJIIOJICHNE TIOpSAJKA XpAaHEHUS TEPCOHANBHBIX JAHHBIX Ha
OyMa)kKHBIX HOCHUTEIISX;

cOoONIfOZICHNE TIOpsAAKAa XpaHCHWsS KIIOYeHd OT TIIOMEIICHHH Tjie
xpanstes [1J[H Ha OyMaKHBIX HOCUTENSX;

coOntoieHne mopsaka padOThl HUCHOJHUTENEH C MEepCOHATbHBIMU

JAHHBIMHU Ha OyMa)KHBIX HOCUTEIISIX MH(GOPMAIIUH.
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3 O0BEKTHBI 3aIIUATHI

Ilepeyenb HHGPOPMAUOHHBIX CHCTEM
B MbBOVY Cemubankockas COIIl A3o0Bckoro paiioHa NPOU3BOIUTCS

00paboTKa TMepCOHAIBHBIX JIAaHHBIX B HWH(POPMAIIMOHHOM cHcTeMe 00pabOTKH
nepcoHanbHbIX NanHbix (MCIIH).
Ilepeuenr WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uTOoraM paboT KOTOpo# coctapisercs akT kinaccupukanuu UCI/IH.

IlepeyeHb 00bEKTOB 3aIIUTHI
OObeKkTaMu 3allUThI ABIAIOTCS — HHPopManus, oopadateiBaemas B MCII/IH,

U TEXHUYECKHE CpeicTBa €€ 00padoTku U 3amuThl. CHUCOK MEpPCOHATBHBIX
JAHHBIX, TMOJUIeKallne 3aumTe, onpeaenceH B [lepedyHe mepcoHaNbHBIX AaHHBIX,
nojuiexxammux 3ammure B MCIII.
OOBEKTHI 3aIIUTHI BKIIIOYAOT:
Oo6pabateiBaeMas ©HOpMAIHS.
TexHonorunyeckast tHGoOpMarus.
[IporpaMMHO-TEXHUYECKHE CPEACTBA OOPAOOTKH.
Cpenctsa 3amuts [11H.

Kanaunbr nabopMaiioHHOro oOMeHa 1 TeIeKOMMYHUKAIIIH.

o 0k~ w0 D PE

OOBEKTHI W IIOMCIICHUS, B KOTOPBIX PAa3MCIICHBI KOMIIOHCHTLI

WUCTIIn.
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4 Kuaaccuduxanus noan3oBaresaeid UCII/In

ITonp3oBaTeneM NCIIIn SIBIIICTCS JIMIIO, Y4acTBYHOLLEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WIH
UCIIONIb3YIoIIee pe3ysbTarthl ee (yHkimonupoBanus. I[lomszoBarenem WCIIdn
sBisieTcst 060 corpynauk MBOY Cemubankosckas COLLL A3oBckoro paiioHa,
umetonuii noctyn Kk UCIIJIH u ee pecypcam B COOTBETCTBUHU C YCTaHOBJIECHHBIM
MOPSIJIKOM, B COOTBETCTBUU C €r0 (DYHKIIMOHATIBHBIMU O0S3aHHOCTSMH.

[Tonb3oBatenu MCII/IH aenarcs Ha TpU OCHOBHBIE KaTE€TOPUU:

AI[MI/IHHCTDaTOD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpynnuku MBOY Cemubankosckas COIIl A3oBckoro paiioHa, KOTOpbIe
3aHUMAIOTCS ~ HACTPOMKOM, BHEAPEHMEM W  CONPOBOXKACHHUEM  CHCTEM
oe3onacHoctu. Aamunuctpartop Mb obnagaeT cneayommm ypoBHEM JOCTyNa:
— oOmagaer moaHOM uWHQOpMaIMet O CHUCTEMHOM U TPHUKIAJIHOM
nporpammHom obecnieueHun UCIIx;
— oOnagaer mnoiAHOM HHMOpPMaLMEd O TEXHUYECKUX CpPEICTBAX M
koHpurypanuu UCIIH;
— HMMEEeT [JOCTYIl KO BCEM TEXHUYECKUM CpEICTBAM 00pabOTKH
uHpopmanuu u nanabiM UCITH;
— He oOnamaeT mpaBaMu KOH(GUTYPUPOBAHHUS W aJIMHUHUCTPATUBHOMN
HacTporku Texanueckux cpeacts UCII/IH.

A npvuauctpatop UCIT/H.

Cotpynuukun MBOY Cemubankosckas COILl A3oBckoro paitoHa, KOTOpbIE
3aHUMAIOTCSI COMTPOBOXKICHUEM MTPOTPAMMHOTO 00€CTICUCHUSI.
Anvunauctpatop UCII/IH o61agaeT cienyommM ypoBHEM JOCTYyIIA:
— obOnamaer uHpOpManUe 00 aNropuTMax W MporpaMMax 00pabOTKU
unpopmaruu Ha UCI/IH;
— o0namaer BO3MOXKHOCTSIMH BHECEHHUS OINIMOOK, HEICKIApUPOBAHHBIX

BO3MO>KHOCTEM, MPOTPAMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX MPOrPaMM B
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nporpamMmmHoe obOecnieuenne MCII[ln Ha crtaaum ee pa3pabOTKH,
BHEPEHHUSI U COITPOBOXKICHHUS;

MOXET pacrojlaratb JIOOBIMEH  (parMeHTamMu UHPOPMALUU O
tortosiorud UCII/IH u TexHH4YecKux cpeacTBax 0oO0pabOTKU M 3alUThI
I1/1n, oopadarsiBaembix B UCII/]H;

oOmamaer mpaBaMu KOH(UTYpHpPOBaHHS U  AIMHUHHCTPATUBHON

HacTpoWKU TexHu4eckux cpeacts MCII/IH.

Oneparop UCIT/H.

Cotpynnuku noapasneneanit MBOY CemubankoBckas COILL AzoBckoro

paiioHa ydactByromux B mponecce skcruryatanuu UCIIIH. Oneparop UCII/IH

o0JafaeT caeAyoluM YPOBHEM I0CTyMA:

— o0namaer BceMH HEOOXOJUMBIMHU aTpuOyTamMu (HarpuMmep, mapoyieMm),

00€eCcreynBaOIMMU TOCTYTI K HEKOTOpOMY noAMHOkecTBY 11/1H;

— pacmioaaract KOH(l)I/II[GHL[I/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM HMCCT

JOCTYII.
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5 OcCHOBHbBIE IPUHUIMIIBI MOCTPOEHHUS CHCTEMbI KOMILJIEKCHOM 3allIUThI
HH(poOpMALUHU

[Toctpoenue cucteMbl obecneueHus Oe3omacHoctu [1[n UCIT[Ix MBOY
CemubankoBckass COII A3oBckoro paiioHa u ee (HyHKIMOHMPOBAHHE IOJHKHBI
OCYIIIECTBIISITHCS B COOTBETCTBUU CO CIAEAYIOIMMMUA OCHOBHBIMU MPUHIIUIIAMU

— 3aKOHHOCTb;

— CHCTEMHOCTB;

— KOMIUIEKCHOCTB;

— HENpPEPHIBHOCTD;

— CBOEBPEMEHHOCTB;

— TPEEMCTBEHHOCTb U HEMPEPHIBHOCTh COBEPIICHCTBOBAHUS,
— TIepCOHabHAs OTBETCTBEHHOCTD;

— MUHHMMU3AIMS TOJTHOMOYUI;

— B3aUMOJEHCTBHUE U COTPYAHUYECTBO;

— TUOKOCTb CHCTEMBI 3alUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIlIUTHI;

— TPOCTOTA MPUMEHEHUS CPEJICTB 3aTUTHI;

— Hay4Hasi 000CHOBaHHOCTh U TEXHUYECKAs Peain3yeMOCTh;
— crnenuanu3anus u npodeccuoHaIn3M;

— 00s13aTeNIbHOCTh KOHTPOJIA.

3aKOHHOCTH
[Ipenmonaraer OCyIIECTBICHHUE 3alMTHBIX MEPONPHATHH M pa3pabOTKy

C3I1dx MBOY Cemubankosckass COILl A30Bckoro pailoHa B COOTBETCTBUU C
JEUCTBYIONUM  3aKOHOJIATEILCTBOM B obmactu 3amuthl [IJlH u apyrux
HOPMATHUBHBIX aKTOB MO 0€30MacHOCTH WH(GOPMAIMH, YTBEPKICHHBIX OpraHaMu
roCyIapCTBEHHOM BJIACTHU W YIIPABJICHUA B IIPEEax UX KOMIICTCHIUH.
[Tonp3oBaTtenn u obcmyxuBatonuii nepconan [[Jlu UCII[x MBOY

CemubankoBckas COIIl A3oBckoro paioHa JODKHBI OBITH OCBEIOMIICHBI O
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nopsiake padoThl ¢ 3amumaeMor uH@opmanmeir u 00 OTBETCTBEHHOCTH 3a
HapyleHue nopsaka 3amursl [1/H.

CucreMHOCTH
Cucremusbiii mogaxon k moctpoenuto C3[[Jln  MBOY CemubankoBckas

COILI A3oBckoro pailoHa mpeAnojaraeT y4yeT BCEX B3aMMOCBSI3aHHBIX,
B3aMMOJECHCTBYIOIUX W H3MEHSIOIIUXCS BO BPEMEHU HJIEMEHTOB, YCIOBUH U
(GakTOpOB, CYIIECTBEHHO 3HAYUMBIX [UJISI MOHUMAaHHS W PEHICHUS MPOOJIEeMBI
obecnieuenust OesomnacHoctu [1Jln UCII[lH MBOY Cemmubankosckas COII
A30BCKOT0 paiioHa.

[Ipu co3maHMM CHCTEMBI 3alUThl JOJDKHBI yYUTHIBATHCS BCE cllabble U
Haubosee ys3BUMBbIE MecTa cucTeMmbl oOpaboTku I[I/IH, a Taxke xapakrep,
BO3MOYKHbIE OOBEKTBI M HAIIPABJICHHS aTaK HAa CUCTEMY CO CTOPOHBI HApyIIUTENEH
(ocoOeHHO BBICOKOKBaJIN(DULIMPOBAHHBIX 3JI0yMBILUICHHUKOB), nyTH
IIPOHUKHOBEHUs1 B pacnpeneneHHbie cuctembl 1 HCJl k unpopmanmu. Cucrema
3alMTHl JOJDUKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
npoHukHoBeHus 1 HCJl k nundopmanmu, HO ¥ ¢ y4€TOM BO3MOXKHOCTHU MOSIBJICHUS
NPUHIIMIINAIBHO HOBBIX ITyTEH peanu3aluu yrpo3 0€301MacHOCTH.

KoMmiexkcHocTnh
KoMiuiekcHOe HuCIoJib30BaHUE METOJIOB U CPEACTB 3aIMTHI MPEANOIaract

COIIACOBAaHHOE NMPUMEHEHHE PAa3HOPOIHBIX CPEICTB MPHU MOCTPOCHUHU LIETOCTHOU
CUCTEMBI 3alUTHI, MEPEKPHIBAIOIIEH BCE CYLIECTBEHHBIE (3HAYMMBIE) KAHAJIBI
peain3allid Yyrpo3 U HeE COJeprKalled cinadbIX MECT Ha CTBIKax OTAEIbHBIX €€
KOMITOHEHTOB.

3amura J0HKHA CTPOUTHCS SIETOHUPOBaHO. I KaKI0ro KaHana yTeUKU
uHhpopMalMu W IS KaXJI0M yrpo3bl 0€30MacHOCTH JIOJKHO CYIIECTBOBATh
HECKOJIBKO 3alUTHBIX pyOexeil. Co3naHue 3alIUTHBIX pyOekel OCyIeCTBIIETCS C
Y4€TOM TOTO, YTOOBI JIJISl UX MPEOJOJICHUS MOTEHUUAIBLHOMY 3JI0YMBIIIJICHHUKY
TpeOOBaIMCh TMPOGECcCUOHANbHbBIE HABBIKM B HECKOJbKHX HEB3aMMOCBSI3aHHBIX

o0acTx.
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Buemnss 3amura nomkHa oOecreduBaThCs (PU3MUECKHMMH CpPEICTBAMU,
OpPraHM3allMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 Hanloliee YKpEeIJICHHbBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUIITOTpaUUECKON 3aIIUThI, PEATN30BaHHbIE
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil ypoBEeHb  3allMTHI,
YUUTBHIBAIOIINM OCOOEHHOCTH MPEAMETHOM 00JIacTH, MPEACTaBISET BHYTPEHHUN
pyOeX 3alUTHI.

HenpepsiBHoCTh 3a1uuThl 11/{H
3amura [I/lH — HE pa30BOoe€ MEpPONPUITHE U HE MPOCTasi COBOKYMHOCTh

IIPOBEJCHHBIX MEPOIIPUATHNA U YCTAHOBIICHHBIX CPEJICTB 3aIlUThI, 4 HENPEPHIBHBIN
L[EJICHAIIPABJICHHBIM IPOLECC, NPEANOJIAraloliui IMPUHITHE COOTBETCTBYIOIINX
Mep Ha BceX aTanax >xu3zHeHHoro nukiaa MCITJIH.

NCIIJH nomKHbI HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUHA Ha MPOTSKEHUHU
BCEr0 BpEMEHU HUX (PYHKIMOHUPOBaHUSA. B COOTBETCTBUM C 3TUM MPHUHIIMUIIOM
JOJDKHBI NPUHUMATBCS Mepbl 1o  HemonymeHuto nepexoma HWMCII[Ia B
HE3aIIUIIEHHOE COCTOSHUE.

BonbmIMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEIACTB 3allUThl Ui
3(()EKTUBHOTO  BBINOJHEHUS CBOMX (YHKIMHA HEOOXOauMa MOCTOSHHAs
TEXHHUYECKas 17} OpraHU3alMOHHAs (aAMUHUCTpATUBHA ) IO/ IEPKKA
(cBOEBpeMEeHHasi cMeHa M 00ecleyeHHe MPaBUIBHOTO XPAaHEHUS W MPUMEHEHMs
MMEH, MapoJied, KIYel MU(ppOoBaHMs, NEPEOIpeaesieHUe MOJTHOMOYUN U T.IL.).
[lepeppiBBl B paboTe CpEICTB  3alIUThl MOTYT OBITh  HMCHOJIb30BaHbI
3JIOYMBILUICHHUKAMH I aHAJIU3a IMPUMEHSIEMBIX METOJOB M CPEICTB 3aIlMTHI,
JUIS BHEAPEHUS CIIEHUAIIBHBIX IIPOIPAMMHBIX M allapaTHBIX '3aKJIAN0K" U IPYTUX
CPEACTB  IIPEONOJIEHHUs]  CUCTEMBl  3allUTBI  IIOCJIE  BOCCTAHOBJICHHUS €€
(GyHKIHOHUPOBAHMUS.

CBOEeBpeMEHHOCTH
[Ipeamonaraer ynpexmaronIfuil XapakTep Mep oOecredeHuss 0e30MMacHOCTH

IT1/IH, TO ecTh MOCTAaHOBKY 3a/1a4 1o komiuiekcHou 3amute UCIIIH n peanm3zanuto
Mep obecnieuenus Oe3omacHoctu [1J[n Ha pananx craamsx pazpabotku UCIIIH B

OESJI0M U €€ CUCTEMBI 3allITUTHI I/IH(l)OpMaI_[I/II/I, B 4aCTHOCTH.
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Pa3paboTka cucTembl 3alUThl JOHKHA BECTUCH APAJUIETBHO ¢ pa3paboTKON
U Pa3BUTHEM CaMOM 3aIIMIIAEMOM CHUCTEMBI. JTO MO3BOJUT y4eCTb TpeOOBaHUS
0€30MacHOCTH IPU MPOSKTUPOBAHUH APXUTEKTYPHI U, B KOHEUHOM CYETE, CO3/1aTh
Oonee >3¢ddexTuBHBIE (KaKk IO 3aTpaTaM pEeCcypcoB, TaKk U IO CTOMKOCTH)
3alIHUIICHHbIE CUCTEMBI.

IIpeeMcTBEHHOCTH U COBEPIIIEHCTBOBAHME
[TpenmosiararoT MOCTOSIHHOE COBEPIICHCTBOBAHHE MEP W CPEICTB 3aIlUTHI

uH(OpMAIlMU Ha OCHOBE MPEEMCTBEHHOCTH OPTraHM3AIMOHHBIX U TEXHUYECKHUX
pelieHuii, KaapoBOro cocrtaBa, aHamm3a ¢yHkimonupoanus WCII/Ix u ee
CHUCTEMBI 3allUThl C YYETOM HM3MEHEHHWU B METOJaX M CpPEICTBAaX IepexBaTa
uHdopMaIuu, HOPMATUBHBIX  TpeOOBaHWUN MO  3alIUTe, JIOCTUTHYTOTO
OTEUYECTBEHHOI'O U 3apyOE’KHOTO OIbITA B 3TOM 00JIaCTH.

Hepconanbnaﬂ OTBETCTBCHHOCTDb
HpennonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a oOecrieucHue

oe3zonacHoctu [I/IlH m cuctembl uXx O0OpaOOTKM Ha KaXAOro COTPYJHUKA B
Ipesesax ero NoJHOMOYMN. B COOTBETCTBUM C 3TMM NPUHLUIIOM PAacHpeIeIcHUE
npaB U O0S3aHHOCTEW COTPYAHUKOB CTPOUTCA TaKMM 00pa3oM, 4yTOObI B cCiydae
Ar000ro HapyleHUs: Kpyr BHHOBHHMKOB OBLT YETKO HM3BECTEH WJIM CBEICH K
MUHHAMYMY.

IpuHIUI MUHMMHA3ALMA TOJTHOMOYUI
O3HayaeT MpeaoCTaBICHUE MOJIb30BATEIsIM MUHUMAJIBHBIX MpaB JIOCTyIa B

COOTBETCTBHH C TIPOU3BOJICTBEHHON HEOOXOIUMOCTBHIO, HA OCHOBE MPUHIIMIIA «BCE,
YTO HE Pa3pEIICHO, 3aIPELIEHO.

Hoctyn k [1JIH momkeH mpeaocTaBisaThCsl TOIBKO B TOM Ciliydae U o0beme,
€CIIM ATO HEOOXOAUMO COTPYIHMKY JUIsl BBITIOJHEHUS €ro JOJKHOCTHBIX

0053aHHOCTEN.

B3aumoaencreue ¥ COTPYAHUYECTBO
[Ipenmonaraer co3maHue OJaronmpuaTHOM aTMocdepbl B KOJIJIEKTHUBAX

MOJIPA3ICIIEHUM, obecreunBaronux  gestenbHocth  WMCIIH MBOVY



25

CemuOankoBckass COII A30Bckoro paiioHa, IJIsi CHHYKEHUS BEPOATHOCTH
BO3HUKHOBEHUSI HETaTUBHBIX JACHCTBHIA CBA3AHHBIX C YEIIOBEUECKUM (PAKTOPOM.

B Takoii 00cTaHOBKE COTPYAHHUKHA JIOJDKHBI OCO3HAaHHO COOIIOAATh
YCTaHOBJICHHbIE TMpaBWa M  OKa3blBaTh COJCWUCTBUE B  JACSATEIHLHOCTU
NOJpa3/IeIeHu i TEXHUYECKON 3alUThl HH(POPMAIIHH.

I'mOkocTh cucreMbl 3amuThl 11/ H
[IpunsATEIE MEpHl W YCTAaHOBJCHHBIC CPEACTBA 3allUTHI, OCOOCHHO B

HAYaJIbHBINA MEPUOJI UX HKCIUTyaTallii, MOTYT 00eclieurBaTh KaK UYpe3MEpHbIH, TakK
W HEJAOCTAaTOYHbIA ypOBEHb 3ammMrThl. [ oOecrnedeHus BO3MOKHOCTH
BapbUPOBAHUS YPOBHEM 3alIMIEHHOCTH, CPEACTBA 3alIUTHl JOJDKHBI 001aaaTh
ornpeneneHHoW TMOKocThi0. OCOOEHHO BaXXKHBIM 3TO CBOMCTBO SIBISETCA B TEX
CllydasX, KOIZla YCTAaHOBKY CPEICTB 3alllUThl HEOOXOAMMO OCYIIECTBIATh Ha
paboTaroulyro  cHUCTeMy, HE  Hapylas Ipolecca €€  HOPMaJbHOro
(yHKIHOHUPOBAHMUS.

OTKpLITOCTL AJITOPUTMOB 1 MEXaHU3MOB 3allIMThI
CYTB IIpUHOUIIA OTKPBITOCTHU AJITOPUTMOB U MCXAaHU3MOB 3allIlUTBI COCTOUT B

TOM, YTO 3alldTa HE JOJDKHA OOECTIeuMBaTHCA TOJBKO 3a CYET CEKPETHOCTHU
CTPYKTYPHOM OpraHu3aldd U ajiropuTMoB (YHKIIMOHUPOBAHUS €€ IOJCUCTEM.
3HaHWEe aIrOPUTMOB PaOOTHl CUCTEMBI 3AIUTHl HE JOJDKHO JaBaTh BO3MOKHOCTH
ee npeooJienus (naxxe aBropam). OHaKO, 3TO HE O3HAYAET, YTO MHGOPMAIUS O
KOHKPETHOM CHUCTEME 3alUThI JJOJKHA OBITh 00IIIEIOCTYITHA.

IIpocToTa npuMeHeHH s CPEACTB 3AIUThI
MexaHu3Mbl 3alUTHl JOJKHBI OBITh MHTYUTHUBHO TIOHSITHBI M TPOCTHI B

UCIoNib30BaHuu. [IlpuMeHeHne cpeicTB 3alIMThl HE JODKHO OBITh CBSI3aHO CO
3HAHUEM CHEIUAJIbHBIX S3BIKOB WJIM C BBITIOJHEHUEM JCUCTBUM, TpeOyromux
3HAUUTEIBHBIX  JIOTIOJHUTENBHBIX  TpPyAO3aTpaT TMpu  OObIYHOW  paboTe
3apPErUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSIKOM TOJI30BATENC, a TAKXKE HE
JIOJDKHO TPeOOBaTh OT MOJIb30BATEIIS BHIMOIHEHUS PYTUHHBIX MAJIOMOHSATHBIX €MY

onepaiuii (BBOJ HECKOJIBKUX MapOJIe U UMEH U T.1.).
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JloJbKHA JOCTMraThCs aBTOMAaTH3allMsl MaKCUMAajJIbHOIO 4YHCHA JEHMCTBHI

nosb3oBateneit u aamuuuctparopos UCIIIH.

Haquaﬂ 000CHOBAHHOCTDb U TEXHHYECKAs Ppe€aIn3yeMocCThb
I/IH(I)OpMaHI/IOHHI)IEE TCXHOJIOTHH, TCXHUYCCKHUC W IIPOrpaMMHBIC CPCACTBA,

CpeACTBa M MeEphbl 3allUThl WH(POpPMAIMU JOJDKHBI OBITh peaju30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKH
3pEeHHS JOCTHKEHHUS 3aJaHHOTO YpPOBHS O€30MacHOCTH MH(OpPMAalMHM U JOJDKHBI
COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUAM IO 0€30MacHOCTH
IT1H.

C3I1dn momkHa ObITH OPUEHTUPOBAHA HA PEIICHHUS, BO3MOXKHBIC PUCKH IS
KOTOPBIX M MEphl MNPOTUBOJCUCTBUSI ATUM pHUCKAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTUUECKYIO ITPOBEPKY.

Cneunuanu3anus 1 npogeccuoHaIu3M
[Ipenmnonaraer mpuBieueHHE K pa3pabOTKe CPEIACTB U peallu3alliil Mep

3alUThl  WMH(OpMAIMU  CHCNMAIU3UPOBAHHBIX  OpraHu3aluii,  Haumbojee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JIESITEIBHOCTH IO OOECIEUYECHUIO
6e3onacHoctu [1/]H, UMEIOMUX OMBIT MPAKTUYECKOU PabOThl U TOCYAAPCTBEHHYIO
JULEH3UI0 Ha TMpaBO OKa3zaHMs yciIyr B 3TOM obOmactu. Peanuzanus
aIMUHUCTPATUBHBIX ~MEp W  OKCIUTyaTallusl CPEACTB  3alllUThl  JIOJKHA
OCYIIECTBIATHCS MTPO(PECCHOHATBEHO MOATOTOBICHHBIMH CIICIIHAIICTAMU .

00513aTeILHOCTH KOHTPOJIA
[Tpenmonaraer 0053aTe€AbHOCT U CBOEBPEMEHHOCTb  BBISBICHUS U

IpEeceyeHs] TMOMBITOK HapyLIEHWs YCTAaHOBJIEHHBIX MpaBuUi oOOecredeHus
oe3zonacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHUCTEM U CPEACTB 3aIUTHI
uHGOpMallMl TPU COBEPILICHCTBOBAHUM KPUTEPUEB U METOJOB  OLICHKHU
3 PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHnTponb 3a neqaTenbHOCThIO JII00OT0 MOJIb30BaTelNsl, KaXKIOrO CpEACTBa
3alIUTHl U1 B OTHOIICHUU JIFOOOTO OOBEKTa 3alUThI JOKEH OCYILECTBISATHCS Ha

OCHOBC IMPHUMCHCHHUSA CPCACTB OINCPATHUBHOIO KOHTPOJIA M PETUCTPpALUN N OOJDKCH
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OXBATbIBATh KaK HCCAHKIMMOHUPOBAHHBLIC, TAK M CAHKIMOHHWPOBAHHBIC I[eﬁCTBHSI

MOJIL30BaTEJIEH.
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6 Mepbl, MeTOabI M CPeICTBa 00ecrieueHUs1 TPedyeMOoro ypoBHsl
3aIMIIEHHOCTH

Obecniedyenre TpeOyeMOro ypoBHs 3allMIIEHHOCTH JOHKHOCTU IOCTUTAThCS
C HCIOJNb30BAaHHEM MeEp, METOAOB M CpeaAcTB Oe3zomacHOCTH. Bce wmepsr
obecnieuenus 6ezonacHoctu MCIIIn nonpaznenstorces Ha:
— 3aKoHOJaTelIbHbIE (IPaBOBbIC);
— MOpaJIbHO-3TUYECKUE;
— OpraHu3alvOHHbIE (AAMUHUCTPATUBHEIC);
— (uU3UYECKHUE;

— TEeXHUYECKHeE (amnmapaTHbie U IPOrpaMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alluThl OTHOCATCS JICHCTBYIOIIUE B CTpaHE 3aKOHHBI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, periiaMeHTUpYolie mpasmia obpamenus ¢ [1/1x,
3aKpeIIAIONINE TIpaBa U 00s13aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOUIEHUI
B IIpouecce ee O0OpadOTKM M HCIIOJNb30BAaHUSA, a TaKKe YCTaHaBIIMBAIOUIUE
OTBETCTBEHHOCTb 3a HapyUIEHUs 3TUX TMpaBWI, MPEMSITCTBYS TEM CaMbIM
HEMpaBOMEPHOMY Hcnodb3oBaHuio [IJ[H W sBistomuecs CAEpKUBAOLIUM
(GakTOpoM N1l HOTEHIIUAIBHBIX HApYIIUTENCH.

[IpaBoBblE  Mephl  3alUTBI HOCAT B  OCHOBHOM  YNPEKIAIOLIUH,
NpOQHUIAKTUYECKUI XapaKTep U TPeOyIOT MOCTOSHHON Pa3bsCHUTEIbHON pabOThI C
M0JIb30BATEISIMU U 00CTYKUBAIOLIUM IEPCOHAIOM CHCTEMBI.

MopanbHO-3THYECKHE MepPbI 3ALUThbI
K MopanpHO-3THUECKMM MepaM OTHOCSITCSI HOPMBI TIOBEACHHMS, KOTOPBIE

TPAAULIMOHHO CJIOKUJIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacupocTtpanenus OBM B
CTpaHe WM oOOmEecTBe. OTH HOPMBI OOJBIICH YaCThlO HE  SBISIOTCS
00s3aTENIbHBIMUA, KAaK 3aKOHOJATEIHHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHAKO, UX HECOOJII0JICHHE BeAEeT OOBIYHO K MAJCHUIO aBTOPUTETA, MPECTHKA
YeJIoBeKa, TPYMIbI JIMIl WIK OpraHu3aiui. MopallbHO-3TUUECKHUE HOPMBI OBIBAIOT

KaK HEMHUCaHbIe (HapuMep, OOIeNpU3HAHHBIE HOPMBI YECTHOCTH, TATPUOTU3MA U
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T.I.), TaK U MHCaHbIE, TO €CTh O(OPMIICHHBIE B HEKOTOPBIM CBOJ (yCTaB) MpaBUIl
WJIY TIPEATIMCAHNMN.

MopanbHO-3THUYECKHUE MEpbl 3allUThl SBIAIOTCS NPOPUIAKTUUECKUMU HU
TpeOYIOT MOCTOSHHOW pabOThI MO CO3AaHUIO 3JJOPOBOTO MOPAIbHOIO KJIMMaTa B
KOJUIEKTUBAx IoApasieileHuil. MOpabHO-ITUYECKUE MEphl 3allUThl CHUXAIOT

BCPOATHOCTb BOSHHKHOBCHUA HCI'daTHUBHBIX I[GﬁCTBHﬁ CBJ3aHHBIX C YCJIIOBCUCCKHM

dbakTopom.
OpranusanmoHHble (AIMHHHCTPATHBHBIE) MePbI 321U THI
OpraHu3aiMoHHble (aIMUHUCTPATHUBHBIE) MEpbHI 3aIMUTBI - 3TO MEPHI
OpraHU3alMOHHOTO XapakTepa, perlaMeHTHPYOLIUE IIPOLIECCHI

¢bynkunonupoBanuss UCII/IH, ucnons3oBanue pecypcoB UCII/IH, nedareabHOCTh
00CITy’KMBAIOIIETO MEPCOHANA, a TAK)KE MOPSIA0K B3aUMOJCHCTBHS M0JIb30BATENEH
¢ UCII[Jn Takum oOpa3om, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYIHUTH WU
UCKJIFOUYUTh BO3MOKHOCTh pPEalM3alluy yrpo3 0€30MaCHOCTH WM CHU3UThH pa3Mep
IIOTEPH B CIIy4ae UX peaju3alyH.

['maBHass wUenp aaIMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
uHpopmarmonHonr Oe3omacHoctd [IJIH (OTpakaromlyr0 TOAXOAbI K 3allUTe
uH(popMaIuu) U 00ECTICUUTh €€ BHITIOJIHEHUE, BBIACIISISI HEOOXOIUMBIE PECypChl U
KOHTPOJIUPYS COCTOSIHUE JIETT.

Peanuzanus [lomutuku mndopmarnmonnoit 6e3onacHoctu [1In 8 MCIIdn
COCTOSIT U3 MEpP aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3alIUThl MH(OpMaIUK.

K aagMHHHCTpaTUBHOMY YpPOBHIO OTHOCSTCS PEIIEHHS PYyKOBOJCTBA,
3arparuBaromne aestenbHocTh MCII/IH B nemoM. OTu pemieHus 3aKperuisitoTcsl B
[Tomutuke wHOpMaIMOHHON Oe3omacHOCTH. [IpuMepoM Takux pernieHuil MOTYT

OBITh:
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— TMPUHATHE peleHust 0 GOPMUPOBAHUN WU IEPECMOTPE KOMILJIEKCHOM
nporpamMmbl  obecriedenust  O6e3omacHoctu  [1/lH, ompeneneHue
OTBETCTBEHHBIX 32 €€ PEATU3ALHNIO;

— (QopMynupoBaHHE  lleJied, TOCTaHOBKAa  3ajay, ONpeleJcHue
HaIpaBJICHUN ACSITEIBLHOCTH B 0bsactu 6e3onacHocth [1/]H;

— TpPUHATHE PEIIEHWH IO BONPOCAM  PEAIU3ALUU  MPOTPAMMBI
0e30macHOCTH, KOTOphIE€ paccMmaTpuBaroTcs Ha ypoBHe MBOY
CemubankoBckas COLL A3oBckoro paiioHa B II€JIOM;

— obecrnieyeHne  HOPMATHBHOM  (NMpaBOBOM)  0a3pl  BOIPOCOB
0€30MacCHOCTH U T.II.

[lonuTHka BEpXHEro ypOBHSA JOJDKHA YETKO OYEPTUTH CPepy BIUSHUA U
OTpaHUYCHHUSI TIpU OmpeeeHuu 1ene oezonacHoctu I1/{H, onpeaenuTs KakuMu
pecypcamu (MarepuasibHbIe, TEPCOHAN) OHU OYIyT JOCTUTHYTBI W HAWTH
pa3yMHBIIl KOMIIPOMHCC MEXIy HpPHEMIIEMbIM YpOBHEM O€30MaCHOCTH U
dbynkunonaasHoCcThI0 UCTI/H.

Ha opranu3aliluoHHOM YypOBHE ONPENEISAI0TCA NPOLEIypbl M IpaBuia
JOCTHKEHHUS 1ienied U pemenus 3aaa4 [loautuku napopManmoHHoi 0e30macHOCTH
[1I1. DT npaBuiIa ONpenesstoT:

— KakoBa 00J1aCTh MPUMEHEHUS TOUTHKH Oe3onacHocTH [1/1H;

— KaKOBbl POJM M OO0SA3aHHOCTHU JOJKHOCTHBIX JIMI, OTBEYAIOUIUE 32
npoBeieHHe MoauTuku 6e3omnacHocTu [1/1H, a Tak ke UX yCTaHOBUTH
OTBETCTBEHHOCTB;

— KTO MMeeT npasa aocryna K [1/1H;

— KaKMMH MepaMu U cpeAcTBaMu oOecrieunBaeTcs 3ammuTa [1/1H;

— KakuMH MepaMH H CpEeJCTBaMU OOECIeurnBaeTCsl KOHTPOJIb 3a
COOJIIOICHUEM BBEJIEHHOTO PEXXUMa O€30MacCHOCTH.

OpFaHI/IBaI_[I/IOHHBIC MCPLBI JOJIKHBI:
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— mpemycMaTpuBaTh — PETJiaMEeHT  HMH()OPMAIMOHHBIX  OTHOIICHHUIA,
HCKJTIOYAIOINX BO3MOXHOCTh HECAHKIIMOHWPOBAHHBIX JCHCTBUN B
OTHOIIIEHUH OOBEKTOB 3aIIUTHI;

— ONpEIENATh KOATUIMOHHBIE U UEPAPXUUYECKUE MPUHIMUILI U METOJIbI
pasrpannueHus gocryna K [1/1H;

— ONpEeNeNATh MOPSAA0K PaboOThl C MPOrpPaMMHO-MAaTEeMAaTHYCCKUMHU H
TeXHUYECKUMU (arlmapaTHpIe) CPeACTBAMH 3alIUTHl U KPUITO3AIUTHI
U IPYyTUX 3alIUTHBIX MEXaHU3MOB;

— opranuzoBatb Mepwl nportuBoaekcTBua HC/] monwp3oBarensiMmyu Ha
JTanax ayTeHTU(UKALINH, aBTOPHU3ALINH, UJaeHTH(PUKALINH,
o0ecrneunBaONIMX TapaHTUM peaM3allii MpaB U OTBETCTBEHHOCTH

CyOBbEKTOB HH(POPMAIMOHHBIX OTHOIICHUH.

OpraHuzaioHHbIe MEPHI JOJKHBI COCTOSITh U3:

— pernaMenTa goctyna B nomenienuss UCII/IH;

— TOPSIOK JOMyCKa COTPYAHUKOB K HcnoJib3oBanuto pecypcoB UCII/Ix
MBOY Cemubankosckas COILl A3zoBckoro paiioHa,

— perjlaMeHTa TMPOILIECCOB BEICHHUS 0a3 JaHHBIX W OCYIIECTBICHUS
Moau(pUKaIUU HHPOPMAITMOHHBIX PECYPCOB;

— periamMeHTa  MPOIECCOB  OOCTY>KMBaHUST W OCYIIECTBICHUS
MOAU(DUKALIMK aNMAPaTHBIX U TporpammHubIX pecypcoB UCII/IH;

— uHcTpykumit nosb3oBatened MCIIH (aamunuctpatopa WMCIIIH,
aAMUHHUCTpaTopa 0e3omnacHocTy, onepatopa UCIIIx);

— UHCTPYKLUHMS TOJb30BaTeIsi TPU BO3HUKHOBEHMHM BHEIITATHBIX
CUTYaIUH.

— HMHCTPYKIHS IO pa3MEIIeHUI0, 000PYIOBAHHUIO U OXPAaHE TIOMEIICHUN,
I7Ie XpaHsTCs MEePCOHAIbHBIE JaHHBIE, IO XPAHEHUIO MEPCOHATBHBIX
JAHHBIX Ha OYMa)KHBIX HOCHUTEIISIX U TOPSIAKY paOOThl UCTIOJIHUTEIICH

C ICPCOHAJIBHBIMU JAHHBIMH Ha 6yMa)I(HBIX HOCHUTCIIAX I/IH(I)OpMaHI/II/I.
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dusnueckune MEPLI 3alIUThI
duzndeckue MCPBbI 3alllUTBl OCHOBAHBI HA4 IIPUMCHCHHH PAa3HOTO0 poOJa

MEXAHUYECKUX, 3JEKTPO- WJM DJIEKTPOHHO-MEXAHUYECKHX YCTPOUCTB W
COOPY)KEHUM, CHeHUaIbHO TMpeAHA3HAYEHHBIX JJIA CO3JaHus  (DUIUYECKUX
MPENATCTBUN Ha BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS M JOCTyNa MOTEHIMATIbHBIX
HapyIIUTEIeH K KOMIOHEHTaM CHCTEMBI W 3aIlllUIIAeMON MH(POpPMAIUU, a TaKKE
TEXHUYECKUX CPEACTB BU3YaIbHOTO HAONIOJAEHUS, CBSI3M W  OXPAaHHOU
CUTHAJIN3ALINH.

dusnueckas 3alMTa 3JaHWA, TOMEIICHHWH, OOBEKTOB U  CPEJICTB
uH(hopMaTH3aUU JOJKHA OCYILIECTBIIATHCS IyTEM YCTaHOBJICHHUS
COOTBETCTBYIOIIUX IMOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPaHbI
WIK JIOOBIMH JPYTUMHU CIIOCOO0AMH, MPEIOTBPAIIAIONMMU WU CYIIECTBEHHO
3aTPYIHSIONMMA TNPOHUKHOBEHUE B 3JaHHE, MOMEIICHUS IMOCTOPOHHMX JIHII,
XUllleHne WH(OOPMAIIMOHHBIX HOCHUTENEeH, caMHX CpeACTB HH(pOpMaTH3alNH,
UCKITIOYAIONIMMH HAaXOXKJICHUE BHYTPHU KOHTPOJUPYEMOH (OXpaHsIEeMOI) 30HBI

TCXHUYCCKUX CPCACTB Pa3BCAKU.

AnmnapaTtHo-nporpamMmMHubie cpeacTsa 3amuThl [1/1n
Texnuyeckue (ammapaTHO-MIPOTPAMMHBIE) MEphI 3alllMTHl OCHOBAaHBI Ha

MCIIOJIb30BaHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CIELHUATBHBIX MPOrPAMM,
BxoJsmuXx B coctaB MCIIJIH 1 BBRIMOJHSIOMMX (CAMOCTOSATENHHO UM B KOMILIEKCE
C IPYTUMU CpeACcTBaMU) (PYHKITUHU 3aIUTHI (MACHTU(GUKAIINIO U ay TEHTU(DUKAIIIO
MOJIB30BATENICH, pa3TpaHUUYCHHE JOCTyNa K pecypcaM, PErucTpaiuio COOBITHH,
Kpunrorpaduueckoe 3aKpbiTue HHGOpMaIUU U T.11.).
C ydetoMm Bcex TpeOOBaHUI U MIPUHITUIIOB oOecriedeHus: 6ezonacHocTu [1/1H
B MCII/IH mo BcemM HampaBJICHUSM 3alIUATHl B COCTAB CUCTEMBI 3aIUTHI JOHKHBI
OBITH BKJIFOUEHBI CIICYIOIINE CPEICTBA:
— cpenctBa wunaeHTU(UKaAMK  (OMO3HABaHUSA) U ayTEHTU(DUKAITUU

(moaTBepkaAeHUS MOAIMHHOCTH) noJib3oBateneit UCII/IH;
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— CpeacTBa pasrpaHUyYeHUs nocTyna 3apEeruCTPUPOBAHHBIX
nonb3oBatenet  cucrembl Kk pecypcam  UCIIJJx  MBOY
CemubankoBckas COILl A3oBckoro paiioHa;

— cpencTBa 00ecreueHUss U KOHTPOJIA LETOCTHOCTH MPOrpaMMHBIX U
MH(GOPMALIMOHHBIX PECYPCOB;

— CpEeICTBAa OINEPaTUBHOTO KOHTPOJIA M  PETUCTpaIli  COOBITHHI
0€e30IMacHOCTH;

— kpunrorpapuueckue cpeacTsa 3amuThl [1J1H.

VYcnenHoe NTPUMEHEHHE TEXHUYECKUX CPEJCTB 3alluThl Ha OCHOBAHUU
OPUHIMIOB (pa3fen 5) Mmpeanosaraet, 4To BBINOJTHEHUE IMEPEUHCICHHBIX HUXKE
TpeOOBaHU O0ECIEUEeHO OPTraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMU) MEpPaMU U
UCIIOJIb3YEeMbIMHU (PU3UYECKUMU CPEACTBAMHU 3aIUTHI:

— obecniedyeHa u3nyeckas 1eJ0CTHOCTh Becex kKommnoneHT UCIIH;

— Kaxnpld  coTpyaHuk (mons3oBatens MCII[H) wim  rpynma
MOJIb30BaTENICl MMEET YHUKAJIbHOE CUCTEMHOE UM M MUHHUMAJIbHO
HEOOXOMUMbIE JUIsl BBIMOJHEHUS WM CBOUX (DYHKIIMOHAJIBHBIX
00s13aHHOCTEN MOJIHOMOYHS T10 IOCTYITY K pecypcaM CUCTEMBI,

— B UCIIJln MBOY Cemubankockas COI A3zoBckoro paifona
pa3paboTka M OTJIaJKa TMPOTpamMM OCYIIECTBIISIETCS 3a MpeaeiamMu
HCII/H, Ha UCTIBITATEILHBIX CTEHIAX;

— BCE€ WU3MEHEHUsS] KOHQPUTypallMM TEXHUYECKUX U MPOrPaMMHBIX
cpeacts MCII[IH npou3BOASTCA CTPOrO YCTAHOBIIEHHBIM IMOPSIKOM
(perucTpupyroTcs ¥ KOHTPOJUPYIOTCSI) TOJBKO Ha OCHOBAHHH
pactiopsikenuid  pykoBojactBa  MBOY  Cemubankosckas COIII
A30BCKOI0 paiioHa;

— CeTeBoe o0opyaoBaHue (KOHILIEHTPATOPHI, KOMMYTaTOpBHlI,
MapIIpyTU3aTOPHI U T.I1.) PacnoyiaraeTcsi B MecTax, HeJIOCTYIHBIX JJIsI

MOCTOPOHHUX (CHEIUATBHBIX TTOMENICHUSIX, TKadax, u T.I1.);
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— cnemuammctamu MBOY CemubankoBckas COIl AzoBckoro paiioHa
OCYIIIECTBIISIETCS. HETMPEPHIBHOE YIMPABICHUE W aIMUHUCTpaTHUBHAS

IMoaACpIKKa ®YHKHHOHHp0BaHHH CpCACTB 3alIUTHI.
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7 Koutpoas 3¢pdpextuuocru C3I1/In

Kontpons sdpdextuBHoctn  C3IIJIlH  AomKeH  oOCyIIeCTBIsSETCS Ha
nepuoguyecko  ocHoBe. Llemplo  KOHTpOds  ADPEKTUBHOCTU  SIBISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHAIekKammx pexumMoB paboter  C3I1/IH
(oTKJIIOUEHHE CPENCTB 3aIlUTHI, HapylIeHue PEKUMOB 3aIlUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHWE peXHma 3alMThl W T.01.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEArMpOBAaHUE Ha HOBBIE  YIPO3bI
oe3omacuoctH I11/1H.

KoHTpoib MOXKET NpPOBOAUTHCA KakK aJMUHUCTpATOpamMu O€30MacHOCTH
UCIIIn  (omepaTuBHBI  KOHTpOJb B  Mpolecce  HMHPOPMAITMOHHOTO
Baumonenicteuss B MWCIIJIH), Tak u TOpHUBICKAeMbIMU [UJII OTOH  LIENHU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMEIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenbHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax Hx
KOMIIETEHIINH.

KOHTpOIb MOXKET OCYIIECTBIATHCS aAMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMONIBI0 IITAaTHBIX CPEACTB cUCTeMbl 3amuThl II/[H, Tak U ¢ TOMOIUIBIO
CIIEIUAIIBHBIX TPOTPAMMHBIX CPEICTB KOHTPOJIS.

Ouenka 3¢ dhextuBHOCTH Mep 3amuThl [1JIH TpOBOAUTCS € UCMIOIB30BAHUEM
TEXHUYECKUX U MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/I$IM.
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8 Cdepsbl 0TBEeTCTBEHHOCTH 32 Oe3onacHocTh [1/IH

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJ oOOecredeHHeM
0€e30MacCHOCTH  MEPCOHAIBHBIX  JTAHHBIX  ABISIETCS  pykoBoAcTBO  MBOY
CemubankoBckasi COLLL AzoBckoro paitoHa. PykoBoauTenb MOXKET JelIerupoBaTh
4acTh MOJHOMOYHUHN MO 00ECIIEYeHUIO OE30ITaCHOCTH MEPCOHAIBHBIX TaHHbIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIAUTENS  BKJIIOYAET  CIICIYIONIUE
HarpaBjeHus odecrieueHus: 6ezonacHoctu [1J1H:

— IlnanupoBaHue W peanu3aluss Mep MO OOECHEUYEHHIO0 O€30MacCHOCTH
1BVIL:

— Anamus yrpo3 6e3omnacuoctu [1/1H;

— Pazpabotky, BHeIpeHHE, KOHTPOJIb WCIIOJHEHHS W TOJAJEpXKaHUE B
aKTyaJlbHOM  COCTOSSHUM  TIOJIMTHK, PYKOBOJCTB,  KOHIEMIIHM,
IpoLEeAYyp, PErIaMEHTOB, MHCTPYKIUA U JIPYTUX OpPraHU3alMOHHBIX
JIOKYMEHTOB 10 00ecreueHnIo 0€301MacHOCTH;

— OOyuenue u undpopmupoBanue nosb3zoparenet MUCIIIH, o mopsake
pab6oTtel ¢ [IJIH 1 cpencTBamu 3alIUTHI;

— IlpenorBpamieHue, BbBIABICHUE, pEarupoBaHUE U PaCCIEIOBAHHE
HapymieHui 6ezonacuoctu [1]1H.

[Ipy B3auMOAEMCTBUU CO CTOPOHHMMH OpPTaHU3ALMIMU B CIydasX, Korja
COTPYIHHUKAM ITHX OpPTaHU3AIMKA MPEAOCTaBIACTCS MOCTYI K OOBEKTaM 3aIlUThI
(pazgen 3), ¢ ’TUMU OpraHU3alUSIMU JOKHO ObITH 3aKkiatoueHo «CoraiieHue o
KoH(uneHnuanpHocTH», JMbo  «CornameHue O  COOJIOJECHUU  pekuMa
oe3onacuoctu [1JIn npu BeimonaHeHun padotr B MCII/Ia». IToaroroBka THITOBBIX

BAPHUAHTOB 3TUX COIVIAIIEHUM OCylecTBisieTca opuctamu Asosckoro Pair OO.
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9 Mojesib HAPYHIUTEJISI 0€30MACHOCTH

[Tox napymmrenem B MBOY Cemubankosckas COILLl A3zoBckoro paiioHa
IIOHMMAETCS JIMIO, KOTOPOE B PE3YyJIbTATE YMBIIIJICHHBIX WM HEYMBIIUICHHBIX
JNEUCTBUN MOKET HAHECTH yIIepO 00bEeKTaM 3aIUThI.

Bce Hapymurenu nenstcs Ha ABE TPYIIIIbL:

— BHEUIHUE HAPYIIMTENW — (PU3NYECKHE JHUIA, HE HMEIOIIME IpaBa
npeObIBaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Mpejenax
KoTopoil paszmemaercss obopynoanue MCII/H, a Tak ke XpaHsTcs
[1/TH Ha OyMa)KHBIX HOCUTEISIX;

— BHYTPEHHUE HapyHIUTEeNd — (PU3NYECKHE JIHIA, MUMEIOIIUE IPaBO
npeObIBaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B TIpelesax
KoTopoil pasmemntaercsi obopynoBanue MCII/IH, a Tak ke XpaHATCS
[1/11 Ha OyMaXXHBIX HOCUTEIISX.

Knaccudukanusa  Hapymwurened mnpeacraBieHa B Mogenu  yrpos

0€30MacCHOCTH MEPCOHATBHBIX IAHHBIX.
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10 Moaesnb yrpo3 6e30nacHoCTH
Hna  WCIIIa MBOY CemubankoBckas COIIl A3zoBckoro paiiona

BBIJICIISIFOTCS.  CJIEIYIOLIME  OCHOBHBIE  KaTEropum  yrpo3  0O€30MacCHOCTH
MEPCOHAJIBHBIX TAHHBIX:

— YTrpo3bl OT yTEYKH MO TEXHUYECKUM KaHaJIaM.

— Yrpo3bl HECAHKIIMOHMPOBAHHOT'O JOCTyNa K MH(pOpMauu.

— Yrpo3sl yHUUTOXKEHUS, XuleHus annapatabix cpeacts UCIIJIH HocuTenen
uHdopmaiuu nyrem guznyeckoro goctymna k anementam UCIIH.

— VYrpo3sl  XWIICHWs,  HECAHKIIMOHMPOBAHHOW  MOAU(DUKAIIMK WA
OJIoKMpOBaHUsI HWH(OpPMAUUU 3a CYET HECAHKIMOHHWPOBAHHOIO JOCTyNa
(HCH) c mpumeHeHueM porpaMMHO-annapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4HCJ€ MPOrPaMMHO-MAaTEMAaTUYECKUX BO3JIEUCTBUM).

— VYrpo3sl HE MNPEIHAMEPEHHBIX JIEWUCTBUM IOJB30BATEIIE W HAPYIIECHUN
oe3onacnoctu dyukimonupoBanus MCII/In u C3IIJIH B ee cocTaBe u3-3a
cO0eB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrpO3 HEAHTPOIOTE€HHOTO
(cOoeB  ammaparyphl ~ W3-3a  HEHAQJCXKHOCTH  DJIEMEHTOB,  cOOEB
AJIEKTPOIUTAHUS) U CTUXUHHOTO (YJIapOB MOJIHUM, TOXKAPOB, HABOJHEHUHN U
T.I1.) XapakTepa.

— YTrpo3bl IPEITHAMEPEHHBIX JIECTBUN BHYTPEHHUX HAPYLIUTEIIEH.

- YFpO3I>I HCCAHKIIHMOHHUPOBAHHOT'O JOCTYIIA 110 KaHaJIaM CBA3HU.

Omnucanue YIpo3, BEPOATHOCTL UX pcalin3aliiy, OIMMACHOCTb U aKTYaJIbHOCTD

MNpcaAcCTaBJICHbI B «MOI[eJ'II/I yYIpo3 0e301acHOCTH IICPCOHAJIBHBIX JAHHBIX B

NCITTa».
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11 Mexanu3m peanuszauuu Ilosio:xxenns

Peanuzaumss  [lonoxkeHus  JOMHKHA ~ OCYIIECTBISAIThCS ~ HA  OCHOBE
NEPCHEKTUBHBIX MTPOTrPaMM U IIAHOB, KOTOPBIE COCTABIISIFOTCS HA OCHOBAHUU U BO
UCITOJIHEHHE:

— (enepanbHbIX 3aKOHOB B 00OjacTu obecreueHus MHPOPMAIMOHHOM
0€30MMacCHOCTH U 3alUTHl UHPOPMAIUH;

— mnocrta”oBiieHuu [IpaBurenscrBa Poccniickon denepanuuy;

— PYKOBOJSIINX, OpraHU3alMOHHO-PACTIOPSAUTEIbHBIX u
Metoauueckux 1okymeHToB @CTIOK Poccuu;

— norpednoctreid UCII[IlH B cpeactBax oOecrnedeHHsl O€30M1acCHOCTH

uH(bOopMaIuu.
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12 Tlopsinok padoThI ¢ NEPCOHATbHBIMH JAHHBIMU COTPYIHUKOB

Oo0s13anHOCTH padoToaarTesi

B nensx ucnonHenus tpeboaHui 3akoHojaTenbctBa PO mpu obOpaboTke
MEPCOHAIBHBIX JIAHHBIX, BCE PAOOTHUKHU YUYPEXKICHUS JOJDKHBI HMCIOJHSTH
YCTaHOBJICHHBIN TIOPSAJIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMM JaHHBIMM PAOOTHHKOB JOJDKHA HE HapyIIaTh
TpeOoBaHMil 3akoHOnaTenbcTBa P W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U J0JKHA ObITh HETIOCPEJACTBEHHO CBs3aHa C OCYIIECTBICHUEM UMU
CBOMX TPYMIOBBIX (DYHKITUH.

[Ipu cbope n 00paboTKEe MEPCOHANBHBIX JaHHBIX paOOTHHKA pabOTOAATEINb
Homxken pykoBoactBoBaThcss Konctutynmein PO, TpynoBeim koaekcom PO u
WHBIMU (PeiepalIbHBIMU 3aKOHAMU.

[lepcoHasibHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HEIMOCPEJICTBEHHO Yy Hero. Eciu ais o0paboTKM €ro aHHBIX WIM UX MOJyYeHHUs
NPUBJIEKAECTCA TPEThbU JIMIA, TO PA0OTHHK JOJDKEH J1aTh IPEABapHUTEIbHOE
NUCBbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO paOOTHUK [JOJIKEH ObITh
YBEJOMIIEH O IIessiX cOopa MH(pOpMalMU, UCTOYHHKAX €€ MOJIYYEHUs, a TAKXKE O
NOCNEACTBUSIX OTKa3za OT MpPEeAOCTaBICHUS MHUCbMEHHOTO COIJIacusi Ha cOop
uHdopMaIuu.

[lepcoHasibHbIE AaHHBbIE PAOOTHUKA O €ro MOJUTHYECKUX, PEJUTMO3HBIX U
WHBIX YOEXKIEHUAX, YaCTHOM >KM3HU, a TaKKE UICHCTBE B OOIIECTBEHHBIX U
PO COIO3HBIX OpraHU3alMIX HE MOAJIEKAT cOOpY OpraHU3alMEeH, €ClId UHOE He
IIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEepPCOHATBHBIX JaHHBIX paOOTHUKA JOJKHA OO0ECIEYHBATHCS
MOJIHOCTBIO 32 cueT paboTomaTers.

VYupexxnenue npu mpueMe Ha paboTy, a TakkKe MPU JFOObIX M3MEHEHHSIX
npaBuil pabOThl C MEPCOHATBHBIMU JAaHHBIMH OO0S3aHO MUCHbMEHHO 3HAKOMHUTH C

HUMH BCEX paOOTHUKOB.
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VYupexneHvue He UMeeT MPaBO NMPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alUTy IICPCOHAJIBHBIX JaHHbIX.

Oo0s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTomarento BCE MEPCOHAIbHBIE JaHHBIE, YKa3aHHbIC B
COOTBETCTBYIOIIUX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUJIaMU CpPOK cooOwaTh padoTojmaTeno 00

HN3MCHCHHHN CBOUX IICPCOHAJIBHBIX TAHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX

[Ipu ocymiecTBIeHUU TIepedaund MEPCOHAIBHBIX JAHHBIX PAOOTHUKOB
TPETHUM JiullaM paboToAaTeb 00sI3aH:

HE cooOlaTh IMEpPCOHANIbHbIE JaHHbIE 0€3 MOJy4YeHHOr0 MHUCHMEHHOTO
corjacusi pabOTHHMKA, KPOME CIIydaeB, KOTJa TaKHWe OOS3aHHOCTH YCTAHOBIICHBI
3aKOHOJIATEIHCTBOM;

HE TepejaBaTh NEpPCOHAJIbHBIE JaHHbIE PAaOOTHUKA JJIS MCIOJIb30BAaHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUIl COOJIIOJICHUS TIPaBUI PabOTHI ¢ MEPCOHATBHBIMU
JAHHBIMH, a  TaKKe  TMPEIOCTABICHUS  MUCBMEHHOTO  IOATBEPKICHUS
UCIIOJIb30BAaHUS  TIEPCOHATBHBIX JIAHHBIX B TOPSAKE, MPEAyCMOTPEHHBIX
HACTOSIIIMM TOJIOKEHHUEM O 3alTUTE MePCOHATBHBIX JTaHHBIX;

JaBaTh JOCTYNl K TEPCOHAIBHBIM JAaHHBIM TOJBKO JIMIIAM, WMECIOITUM
COOTBETCTBYIOIIUN JOMYCK M HCIOJB3YIONUX WX TOJBKO JUIsl BBITTOJHCHHS

KOHKPETHBIX MOJTHOMOYH;
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HE HCTpeOOBaTh HH(GOPMALKIO O COCTOSIHHMM 3J0pOBbi pabOTHHKA, 3a
UCKJIIOYCHHEM JIaHHBIX, KOTOPbIE MOTYT MOBIUSATh Ha HCTHOJHEHHE PAOOTHUKOM

CBOMX TPYJIOBBIX 00s13aHHOCTEH.

3amuTa nNepCcoHAJbHBIX JAHHBIX PA0OTHHKA

B pamkax peanmmzanmmm TyHKTOB Hacrosimero IlomoskeHus o 3amure
NEPCOHANBHBIX JaHHBIX PAOOTHUKOB, PYKOBOAUTEb YUPEKACHUS U3/1a€T MIPHUKA3 O
Ha3HAYEHUU JIMIa, OTBETCTBEHHOrO0 3a COOJIOJICHHE Topsaka padoThl ¢
NEPCOHAIBHBIMU JIAHHBIMH Pa0OTHUKOB, Ha KOTOPOM JIeXkKaT BCE OOS3aHHOCTH I10
o0ecrnedyeHn0 KOHPHUICHITUATBHOCTH TIOTYYEHHBIX JAHHBIX, & TAK)KE OpraHU3aI[iH
paboThI C HUMH.

[lepenaya mHpOpMaLUU MPOUCXOJUT TOJBKO B MHUCBMEHHOM BHJE. 3ampoc
JIOJKeH OBITh CZeNaH B MHCHhbMEHHOM BHJIE C YKa3aHHEM BCEX PEKBU3HMTOB JHIIA,
3arpaiuBaromero uHpopManuio. OTBET JOKEH ObITh clienaH Ha (UPMEHHOM
OJIaHKe YUYpEXKIECHHS M OTIpPaBIEH JUOO KyphepPCKOH CIIyx O00i, MO0 3aKa3HbIM
MUCBMOM.

Bce mnomyueHHble nepcoHalIbHbIE JaHHBIE JOJDKHBI XPaHUTBCS B MECTE,
UCKJTIOYAIOIIeM HeCAaHKIIMOHUPOBAHHBIX TOCTYI TPEThUX JIUII.

DJNEeKTpPOHHBIE HOCUTENHW HH(POpPMAlMM, JOJKHBI OBbITh  3alUILIEHBI

KpUNTOrpauuecKUMH CPEICTBAMHU 3aIUThI THPOPMALIMH.

OTBeTCTBEHHOCTH 3a pa3rJianmenne HHGoOpMauu, CBI3aHHOM ¢

MNEPCOHAJIBbHBIMHA JAHHBIMUA paﬁoTHnKa

Jluma, mpu3HaHHBIE BUHOBHBIMU B HapyIIeHUH TPEOOBaHUI HACTOSIIETO

ITonoxenust o 3aIIUTE TICPCOHAJBHBIX JaHHBIX pa6OTHI/IKOM IMPHUBJICKAIOTCA K
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JVCHUAIUIMHAPHOW, aJIMWHUCTPATUBHOW, TI'PaXXIAAHCKO-IIPABOBOM M YIOJIOBHOM
OTBETCTBEHHOCTH, B TMOPSAIKE MPEIyCMOTPEHHOM 3aKOHOAATENBCTBOM PD u

JIOKAJIbHBIMHU HOPMATHUBHBIMH dKTaAMMH.
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13 Ilopsinoxk padoThI ¢ MEPCOHATBHBIMY JAHHBIMHU 00CIYKUBAEMBIX
rpakKIaH

IHopsinok mosryyeHus 1 00PadOTKH NMEPCOHAIBHBIX TaHHBIX
00C/Iy’)KMBaeMbIX I'PAaXKIAH

ITon  oOpabGotkoit  II/lH  moHMMaeTcs  MOJy4YeHHE,  XpaHEHHUeE,
KOMOMHUpOBaHUE, Mepeaya Wi Jito00oe JPYyroe MCIOJIb30BAHUE MEPCOHATBHBIX
JAHHBIX 00CITY>KMBAEMbIX IPaX/IaH.

PaboTa ¢ nmepcoHaNbHBIMU JAHHBIMU OOCITYKMBAEMBIX T'paKIaH JOJKHA HE
HapylaTh TpeOoBaHUM 3aKOHOAATENHCTBA PP U JOKaIbHBIX HOPMATUBHBIX aKTOB
OpraHu3alu.

Hcnonb30BaHne NMEPCOHAIBHBIX JaHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBUU
C LEISAMH, ONPENECIMBIIMMH HMX IOJydeHHE. llepcoHanbHbplE NaHHBIE HE MOTYT
OBITh UCIIOJIB30BaHBI B LEJSIX MPUUYNHEHUS UMYILIECTBEHHOTO U MOPaJIbHOIO Bpeaa
rpakJaHaM, 3aTpyAHEHHUs pealu3aluuu IpaB U cBoOoja TpaxaaH Poccuiickoi
dbenepanuu.

[Topsimok 00pabOTKM MEPCOHATBHBIX JAHHBIX Ha OyMaKHBIX MaTEepUATbHBIX
HOCUTEISIX PErJIaMEHTUPOBaH «MHCTpyKIMEN IO  XPAHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEJSIX W TIOPAAKY pPaOOThl HCIOTHUTENCH C
NEPCOHANBHBIMU  JTAHHBIMH  HAa  OYMaXXHBIX  HOCHUTENAX  HWH(POPMALUNY,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

ObpaboTka IIEPCOHAIBHBIX JTAHHBIX B ABTOMATH3UPOBAHHBIX
MH(OPMAIMOHHBIX CUCTEMAX OCYILECTBIIIETCS HA OCHOBAHUHU PSAJa YTBEPKIECHHBIX
PYKOBOAMTENEM HHCTPYKIMM, pErJaMeHTUPYIOIUX 00paboTKy NepCOHAIbHBIX

nanaeix B UCITJH.
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I[OCTyl'[ K II€PCOHAJIBHBIM JaHHBIM

BuyTtpennuit jgoctyn (AOCTYNl BHYTPU OpPraHM3allMM) OIpEeseTcs
MEepeYHEM JIUIl, UMEIOIIUX JOCTYIl K MEPCOHAIBHBIM JTaHHBIM OOCITYKMBAaEMbIX
rpaxkaaH, ONpeaeIsAeTCs IPUKA30M PYKOBOIUTES.

Buemnuit gocryi:

K d4mcmy MaccoBeIX TOTpeOMTENCH  MEpPCOHANBHBIX JaHHBIX  BHE
OpraHu3allid MOXXHO OTHECTH TOCYyAapCTBEHHBbIE (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCHEKIWH, IPABOOXPAHUTEIBHBIE OPraHbl, OpPraHbl CTAaTUCTHUKH,
BOCHKOMATbI, OpraHbl COLMAIBHOTO CTPaxOBaHUs, TECHCUOHHbIE (OHJBI,
MOJIPA3/ICJICHNS] MYHULIUTIAJIbHBIX OPTAaHOB YIIPABJICHUS;

HanzopHo-KOHTpOIBHBIE OpraHbl UMEIOT JAOCTYIN K MHGOPMAIMU TOJBKO B

chepe cBoei KOMIIETCHIINH.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH CYOBEKTA MEPCOHAJBHBIX
JAHHBIX

3akperieHue npaB CyObeKTOB MEPCOHATBHBIX JAHHBIX, PETIIAMEHTHPYIOLIUX
3alUTY €ro IEpPCOHAJIbHBIX JIAHHBIX, O0OECIEYMBAET COXPAHHOCTh IIOJHOW U
TOYHON MH(OPMALIUU O HEM.

B memax 3amuThl NEPCOHAIBHBIX JaHHBIX KOHTPAareHTbl  (3aKOHHBIE
MPEACTABUTEININ ) UMEIOT MPABO:

- TpeOoBaTh MCKJIIOYEHUS WM MCHPABICHHUS HEBEPHBIX WJIA HEMOIHBIX
NEPCOHAIBHBIX JTAHHBIX, CBOOOAHBIN OecTIaTHBINA JOCTYH K CBOMM MEPCOHATbHBIM
JAHHBIM, BKJIIOYas IPAaBO HA IIOJYYEHHE KONMU HOBOM 3alMCH, COAEPIKALIECH
IIEPCOHAIIBHBIE JIaHHBIE;

- ONpENENATh CBOMX MPEACTABUTENEH JUIS 3alIMThl CBOMX MEPCOHAIBHBIX

JTAHHBIX HA COXPAHEHUE U 3aIUTY CBOCH JIMYHOW TAWHBI.



46

IIpaBa 0013aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHAIBHBIX
JTaHHBIX

[lepcoHnanpHasi OTBETCTBEHHOCTh - OJHO W3 TJABHBIX TpeOOBaHUN K
opranu3anuu QyHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI IEPCOHATBHON HHPOPMAIIH
U 00s13aTepHOe yenoBue obecrneueHus 3PpPEKTUBHOCTH STOW CUCTEMBI.

Opuanueckue wu ¢Qusudeckwe WA, B COOTBETCTBUU CO CBOMMH
MOJHOMOYMSIMH BJIJCIONINE O TpakJaHaX MOJYyYalollhe W HMCHOJB3YIOUIUE ee,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOAATEIHLCTBOM Poccuiickoi
Qdenepanu 32 HaApyIIEHHE pPEXMMa 3alIUTHl, O0OpabOTKM U  TMOpsaKa
MCTIOJIb30BaHUS ATON HHPOPMAITHH.

PykoBonuTenb, paspemiaromMii  JIOCTYIl COTPYAHHMKA K JIOKYMEHTY,
CoZepiKallleMy TEepCOHANBHBIE CBEIACHHUS OOCITY)KMBA€MBIX Tpa)JaH, HECeT
NEPCOHAIBHYIO OTBETCTBEHHOCTb 32 JIaHHOE pa3pellieHue.

Kaxxnpiii coTpyHUK OpraHu3aldy, MOJydYaromuid ajis paboThl JOKYMEHT,
COJIEpIKaINi TIEPCOHAIbHBIE JaHHBIE HECET EAMHOJIMYHYI0 OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTENS U KOHPHUAECHINATbHOCTh HH(OPMALIUK.

JIOIyCK K TEepCOHAJIbHBIM JaHHBIM OOCTYXHUBAaE€MBIX TpakaaH (3aKOHHBIX
npejicTaBuTeNe)  OpYrMX  COTPYAHMKOB  palOoTojaTesns, HE  HMMEIOIIUX
HaJyIeKanmM o0pazoM 0hOPMIIEHHOTO JOCTYTIA, 3aIPEIIaeTCs.

Ilepenaua (0OMEH U T.1.) MEPCOHATBHBIX JAHHBIX MEX]Y MOJIpa3AeICHUSIMU
OCYILECTBIISIETCS TOJIBKO MEXIY COTPYAHMKaMH, WMEIOIIMMU JOCTYyl K
MEPCOHAIBHBIM TaHHBIM 00CITY>KHBAaEMbIX TPaXKIaH.

3a HEUCHOJHEHWE WM HEeHaJJIeKallee HCIONMHEHNE PaOOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OOS3aHHOCTEM MO COOJIOACHHMIO YCTAaHOBJIEHHOTO
nopsiika paboThl CO CBENEHUSIMU KOH(PHUACHIIMAIBLHOTO XapakTepa paboToaaTelnb
BIIpaBE MPUMEHATH TpeaycMoTpeHHble TpyaoBeiM KomekcoM maucIuIuimHapHbIE

B3bICKaHMHAI.
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14 Oxupaemplii 3¢ dexT oT peanuzannu [lonoxenns

Peanuzanus [Tonoxenus 6e3onacuoctu [1/1n B UCIT/IH mo3BoauT:

— oueHuTh cocrosiHue Oe3omnacHoctu uHpopmanuu WCIIAH, BBIABUTH
UCTOYHUKM BHYTPEHHUX M BHEIIHUX YIrpo3 HHOOPMAIMOHHON
0e30macHOCTH, ONPENEIINTD PUOPUTETHBIE HaIlpaBJICHUS
MPEOTBPAICHUS, OTPAKECHUS U HEUTpAITU3aIluU 3TUX YyTPO3;

— pa3paloTaTh pACTOPSAUTENIbBHBIE W  HOPMATHUBHO-METOJIUYECKUE
NOKyMeHTbI puMeHuTeNbHO K NCII/IH;

— mpoBecTu kinaccudukanuio u cepruduxarmro UCI1H;

— TIPOBECTU OPTaHU3ALMOHHO-PEKUMHBIC U TEXHUUECKUE MEPOIPUSATHUS
1o obecnieuenuto 6e3omacHoctH [1J1n B UCIIH;

— obecnieunTh HEOOXOJUMBIM  ypOBEHb 0€30MacHOCTH OOBEKTOB
3aIlUTHI,

— pa3paboTaTh  METOJUYECKHME  JOKYMEHTBHl 1O  Pa3MEUICHUIO,
000pYZIOBaHUIO M OXpaHE MOMEIICHUH, TJI€ XPaHATCS MepCOHAIbHbBIC
JAHHbIE, 10  XPAHEHUIO TNEPCOHANBHBIX JIAHHBIX Ha OyMa)KHBIX
HOCHUTENIAX W TOPSIKY padOThl HUCIOJHUTENEH C TMEePCOHATLHBIMU

JTAHHBIMHU Ha OyMa)KHBIX HOCUTEIISIX MH(GOPMAIIHUH.

OcyuiecTBieHHe 3TUX MEpONPUATUI 00ecleuuT CO3JaHue EAUHOM,
LEJIOCTHOM M CKOOPAMHUPOBAHHOW CUCTEMbI MH(POPMALIMOHHON O€30MacHOCTU U

CO3/IaCT YCJIOBUS JUIs €€ JabHEHIIIEro COBEPIIICHCTBOBAHUSI.
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15 Cnucok ucnoJib30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TPABOBbIMH U MeTOINYEeCKUMH
JOKYMEHTAMH, HA KOTOPBbIX 0a3upyercs HacTosmee Ilonoxkenne sABIIsIIOTCA:

@epnepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®@3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHAIbHBIX JAaHHBIX»), YCTAHABIMBAIOIIWN
OCHOBHBIC TNPUHIMUIB U YycioBus oOpabotku I[I1/[n, mpaBa, oOs3aHHOCTH U
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIIEHUM, CBA3aHHBIX ¢ 00paboTkoii [1/1H.

«TpeboBaHusl K 3allMTEe NEPCOHANBHBIX AAHHBIX NMPU HX 00paboOTKEe B
WHOOPMAIIMOHHBIX ~ CHUCTEMaxX  MEPCOHAIBHBIX  JAHHBIX»,  YTBEPIKICHbI
[Tocranosnennem [IpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«ITonoxenne 00 O0COOEHHOCTAX OOpPaOOTKM TEPCOHAIBHBIX JIAHHBIX,
OCYIIECTBIISIEMOI 0€3 HCIOIb30BaHUS CPEJICTB aBTOMATH3aLMN», YTBEPKIECHHOE
[Tocranosnennem IIpasurenscta PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPXKJICHUM TIEPEUHs MEp, HAMpaBICHHbIX Ha O0O0ECIeUYeHUe BBIMOJHEHUS
o0si3aHHOCTEH, TpeaycMOoTpeHHBIX D3 «O mepcoHaIbHBIX JAaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HUM HOPMATHBHBIMU IIPAaBOBBIMHU aKTaMH, OIEpaTOpamu,
SIBJISTIOIIMMUCS TOCYIAPCTBEHHBIMU UJIUM MyHUIIUMTAIbHBIMU OpTraHaAMK.

«TpeboBanusi Kk  MaTepualbHBIM  HOCUTENIAM  OMOMETPUUYECKUX
MEPCOHAIBHBIX JAHHBIX M TEXHOJOTHUSIM XpPAaHEHUSI TaKUX JaHHBIX BHE
WHQOPMAITMOHHBIX ~ CHUCTEM  MEPCOHAJBHBIX  JAHHBIX»,  YTBEPXKIICHHbBIC
[Toctanosnennem [IpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-MeTouueckue JOKyMeHThl DenepalibHOW  CIY»KOBI 110
TEXHUYECKOMY M DKCIEpTHOMY KOHTpoJto Poccuiickoit ®enepauuu (manee -
OCTOK Poccun) mo obecneuenuto OeszomacHoctu IIJIH mpu mx oOpaboTke B
NCIIdn:

bazoBass momens yrpo3 0€30MacHOCTH TEPCOHATBHBIX MAHHBIX TPU UX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aMm.

nupekropa @CTIK Pocenn 15.02.08 r.
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MeTtonuka onpeneneHusl akTyaJbHBIX Yrpo3 O€30MacHOCTH MEPCOHATbHBIX
JaHHBIX TpU UX 00paboTke B HHGPOPMAIMOHHBIX CHCTEMax MEpPCOHATbHBIX
JNaHHbIX, YTB. 3aM. qupektopa @CTIOK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despamss 2013 roma «O6
yTBepkJIeHun TpeboBaHuii o 3amure UWHOOpPMAIMU, HE COCTaBIISIONIMX
rOoCyapCTBEHHYIO TaliHYy, COJEPKAIUXCS B TOCYIaPCTBEHHBIX WH(DOPMAIMOHHBIX
CUCTEMAX.

[Tpukaz ®CTIK Poccuu Ne 21 ot 18 deBpans 2013 roga «O6 yTBep>KaeHUU
CocraBa u cozep:KaHUsl OPraHU3alMOHHBIX U TEXHHYECKUX MEp MO 00ECIEeUEHUIO
0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX 00pabOoTKe B MH(POPMALMOHHBIX
CUCTEMAX IEPCOHAIBHBIX TaHHBIX).

[Ipuka3 denepanbHOi cityx0b1 0e3omacHocTH Poccuiickoit denepanuu ot
10 wuronms 2014 r. N 378 "OO yrBepxaenun CocTtaBa M COJEpKaHUS
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep Mo oOecrneueHuo 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPENICTB KPUNTOIpahUUECKON 3alUThI
uH(popManuu, HEOOXOIUMBIX JIJIsl BBIIIOJIHEHHS YCTaHOBJIEHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIlUTe IEPCOHAIBHBIX JAHHBIX JIJIs

KaXXJI0r0 M3 YPOBHEH 3allIUIIEHHOCTH" .



50

16 OcoGenHoCTH 00PAGOTKHU NEPCOHAIBHBIX JAHHBIX 0€3 HCIOJIb30BAHUA
CpelIcTB aBTOMATH3AIUHU

[Ipy  HeaBTOMATHU3MPOBAaHHOW  OOpabOTKE pA3NUYHBIX  KaTeropui
NEPCOHANBHBIX JAaHHBIX JIOJDKEH HCIOJb30BAaThCS OTACIBHBIM MaTepUaTbHBIN
HOCUTEJb I KaXKJOW KATErOpUU NEPCOHATBHBIX JIaHHBIX.

[Ipy HeaBTOMATH3MPOBAHHONW O0OpPabOTKE NEPCOHAIBHBIX JAHHBIX Ha

OyMaKHBIX HOCUTEIISX:

- He Jomyckaercs ¢ukcauus Ha OJHOM OyMa)kKHOM HOCHUTENE
NEPCOHANBHBIX JaHHBIX, IEIU 00pabOTKH KOTOPBIX 3aBEIOMO HECOBMECTHMBI;

- NEpPCOHAIbHBIC JIAHHBIC JIOJDKHBI  000COOJSATHCS oT WHOU
uHpOpMallMK, B YaCTHOCTU MyTeM (PUKCALMU WX HA OTICJIBHBIX OyMa)KHBIX
HOCHUTEIIX, B CHELHAIbHBIX pa3lenax WiIM Ha noyisix ¢Gopm (O1aHKOB);

- JOKYMEHTBI, COJEp alllie MEepCOHAJbHbIE AaHHbIE, (GOPMHUPYIOTCS B
Jiela B 3aBHUCHUMOCTH OT IIeJid 00pabOTKH NEpCOHABHBIX JAHHBIX;

- Jema C JOKYMEHTaMH, COJEpKAIlMMU TEPCOHANbHBIC JaHHEIC,
JNOJDKHBI MMETh BHYTPEHHHE  ONUCH  JOKYMEHTOB C YKa3aHHEM IeJiu
00pabOTKM U KaTeropyuu NEPCOHAIBHBIX JaHHBIX.

JIOKyMeHThl ~ (HOcUTeNn  HMH(POpMAIMH), COJEp)KalUe MEePCOHATbHbIE
JaHHbIE, JOJDKHBI XPAHUThCS B CIHY)KEOHBIX  IMOMEIICHUAX B HAJEKHO
3aMMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

VYHUUTOXKEHHEe WM O00€3JIMYMBAHUE YaCTU MEPCOHAIBHBIX JIaHHBIX,
€ClIi  3TO JIOMYCKAeTCsl MaTepHAIbHBIM HOCHTENEM, MOXXET MPOU3BOJUTHCS
CIIOCOOOM, HCKIIIOYAIOMIMM  JaJbHEHIIyI0 00pabOTKy JTUX  MEepCOHATbHBIX
NaHHBIX, C COXPAaHEHHUEM  BO3MOKHOCTH 00paOOTKM UWHBIX JaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTepHATLHOM HOCHUTEIE.

I[Ipu  HecoBMeCTUMOCTH Tieiel 00paOOTKHM TMEPCOHANBHBIX JIaHHBIX,
3a(pUKCUPOBAHHBIX Ha OJTHOM MaTepuaIbHOM  HOCHUTENEe,  €ClU

MaTepUalbHBIA ~ HOCUTENb  HE MO3BOJISIET  OCYUIECTBIATH 00paboTKy
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NEPCOHANBHBIX JAHHBIX OTIAENbHO OT JPYruX 3a(UKCUPOBAHHBIX HA TOM
K€ HOCHUTENE TEpPCOHANBHBIX MaHHBIX, JOJDKHBI OBITh MPUHATHI MEpHl IO
00ECIIEUYEHNI0 Ppa3/eabHOW O00pabOTKH MEPCOHANbHBIX JaHHBIX, B YACTHOCTH:

- Opu  HEOOXOJMMOCTHM  HCIOJIb30BAaHUS WM PACHPOCTPAHECHUS
OIIpPE/IETICHHBIX IEPCOHAIBHBIX JAHHBIX OTHENBHO OT HaXOASIIUXCS Ha TOM
KE MaTepUaJIbHOM HOCUTENE JpPYTUX MEPCOHAIBHBIX JaHHBIX OCYIIECTBIISIETCA
KOIMPOBAaHUE NEPCOHAIBHBIX JaHHBIX, NOMJIEKAIIUX PACHPOCTPAHCHUIO WM
UCIIOJIb30BAaHUIO, CIIOCOOOM, HCKJIIOYAIOIIMM OJHOBPEMEHHOE  KONUPOBAaHUE
NEPCOHANBHBIX  JAHHBIX, HE  MOMJIEKAUMX  PACIPOCTPAHECHHIO u
UCIIOJIb30BAHUIO, M MCHOJIb3YyeTCs (paclpoCTpaHseTcs]) KOIMUsA MEepCOHAIbHBIX
JaHHBIX;

- OpU HEOOXOJUMOCTH YHHMUYTOXEHHMS WIM OJOKMPOBAaHUS YacTH
NEPCOHAIBHBIX JTaHHBIX YHUUYTOXKAETCA WIM  OJIOKUpYeTCs MaTepualbHbIN
HOCHUTENIb C IPEABAPUTEIBHBIM KOIHPOBAHUEM CBEACHMI, HE I10JJICXKAIINX
YHUYTOKEHUIO WIH OJIOKMPOBAHUIO, CII0CO00M, UCKJIIOYAIOLINM
OJTHOBPEMEHHOE  KONMPOBAaHWE  IEPCOHAIBHBIX  JAHHBIX, IOJUIEKAIIUX
YHUUTOXEHUIO WU OJOKUPOBAHMIO.

YTOYHEHHE MEPCOHANBHBIX  JAHHBIX  IIPH OCYLIECTBICHUHN 1704
00paboTKu 0€3 MCIOJB30BaHUsl CPEACTB aBTOMATU3ALMU TMPOU3BOAUTCSA IyTEM
OOHOBJICHUS WM HM3MEHEHHS JaHHBIX HAa MAaTepUaJIbHOM HOCHUTENE, a €cCiH
3TO  HE JIOMYCKAeTCsl TEXHUYECKUMH  OCOOEHHOCTSMU  MaTepUalbHOIO
HOCHUTEIN, TyTeM (UKcaUMd HAa TOM K€ MaTepUAIbHOM HOCHUTENE CBEJICHUM
O BHOCHUMBIX B HHUX H3MEHEHHUSAX JIMOO MyTEeM W3TOTOBJIEHHS  HOBOIO
MaTE€pUaJIbHOIO HOCUTENSI C YTOYHEHHBIMH I€PCOHAIBHBIMHU JIaHHBIMU.

OOpaboTka MepCOHANBHBIX IAaHHBIX, OCYILECTBIsEMas 0€3 HCIONIb30BaHMS
CPEICTB aBTOMAaTH3allMH, JIOJDKHA OCYIIECTBISATHCS TakuM OO0pa3oM, 4TOObI B
OTHOILIEHUHU KaKJOW KaTeropuu MepcoHaIbHBIX JAHHBIX MOXKHO OBLIO OMpPENEIUTh

MECTa XpaHEHUs TEPCOHAJBHBIX JAHHBIX (MaTepUalbHBIX HOCUTENEH) U
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YCTaHOBUTH MEPEUYCHB JIUII, OCYIECTBISIONMMUX 00pab0TKY MEePCOHAIBHBIX JaHHBIX
100 UMEIOIINUX K HUM JTOCTYII.

[Tpu xpaHeHUN MaTepHUATBHBIX HOCUTEIECH NOJKHBI COONIOAATHCS YCIIOBUS,
00eCIIeYnBAIONINE COXPAHHOCTh TEPCOHANBHBIX J@HHBIX W  HCKJIIOYAIOIIHE
HECAHKIMOHUPOBAHHBI K HUM JOCTYIN. XpaHEHUE TMEpPCOHAJbHBIX  JAaHHBIX
(MaTepuadbHBIX  HOCUTENeH), o00paboTka KOTOPBIX  OCYIICCTBISETCS B

Pa3IMYHBIX LCJIAX JOJIKHO OBITh pasaciIbHbIM.



